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Secure communication in Internet of Things (IoT), cloud computing, 

and peer-to-peer environments requires efficient cryptographic 

schemes resilient to advanced threats. Public Key Infrastructure (PKI) 

incurs certificate management overhead, while Identity-Based 

Encryption (IBE) introduces key escrow. Certificateless Public Key 

Encryption (CL-PKE) addresses these limitations, but existing 

constructions integrating Cryptographic Reverse Firewalls (CRFs) 

remain computationally expensive and lack IND-CCA2 security 

guarantees. This study develops an optimized CL-PKE-CRF scheme 

using a single-element public key, sender-side precomputation of 

pairing operations, and independent per-user randomization through a 

Key Derivation Function (KDF) at the Key Generation Center (KGC). 

The scheme was implemented using Charm-Crypto and evaluated 

over 1,000 iterations at 128-, 192-, and 256-bit security levels. 

Compared with the baseline, it reduced computational overhead by 

approximately 25% and communication costs by 33%, while 

subsequent encryption latency decreased by 76.6% for repeated 

operations. Simulated evaluations reported adversarial advantage 

below 0.004, 100% decryption correctness, and no observed 

information leakage across the tested compromise scenarios. A formal 

IND-CCA2 security reduction under the Computational Bilinear 

Diffie-Hellman (CBDH) assumption in the random oracle model is 

also presented. These findings demonstrate improved efficiency and 

resistance to exfiltration attacks, supporting secure communication in 

resource-constrained environments. 

This is an open access article under the CC BY-SA license. 
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1. INTRODUCTION 

The rapid proliferation of Internet-connected devices has created an urgent demand for 

cryptographic schemes that simultaneously achieve efficiency, strong security guarantees, and 

resilience to insider threats. Secure enterprise terminal networks face compounding challenges: 

network terminals ranging from intelligent workstations to dumb IoT endpoints represent key vectors 

for malicious access and data exfiltration [1]. Three major encryption paradigms underpin modern secure 

communication: (i) symmetric-key encryption schemes such as AES, which are computationally efficient but 

require secure key exchange; (ii) asymmetric (public-key) encryption schemes such as RSA and Elliptic Curve 
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Cryptography (ECC), which solve the key distribution problem but introduce certificate management 

complexity; and (iii) pairing-based certificateless encryption schemes, which eliminate both the certificate 

overhead and the key escrow problem at the cost of higher computational load [2]-[6] 

Traditional Public Key Infrastructure (PKI) systems, while widely deployed, introduce significant overhead in 

certificate management [7]. Identity-Based Encryption (IBE) simplified this process but introduced an inherent 

key escrow problem, as the Private Key Generator (PKG) holds all user private keys [8]. To address these 

limitations, Certificateless Public Key Encryption (CL-PKE) was introduced as a hybrid framework that 

combines the advantages of both paradigms [9]. In CL-PKE, a Key Generation Center (KGC) generates only 

a partial private key, while the user independently selects a secret value. This eliminates the key escrow 

problem and removes the need for certificates [10][11]. 

However, recent developments have revealed that cryptographic systems remain vulnerable to endpoint 

exfiltration attacks and malicious implementations, even when their underlying mathematical assumptions are 

secure [12]. In response to these challenges, Cryptographic Reverse Firewalls (CRFs) were introduced as a 

defensive mechanism to sanitize outputs and prevent data leakage from compromised machines [13]. The 

integration of CRFs into certificateless schemes, known as CL-PKE-CRF, has been explored [14]. However, 

existing protocols suffer from high computational costs due to intensive pairing operations and lack strong 

resistance to adaptive chosen ciphertext attacks (IND-CCA2), making them inefficient for real-time or 

resource-constrained environments [14]-[16]. 

This study identifies three specific research gaps motivating this work. First, no existing CL-PKE-CRF 

construction simultaneously achieves IND-CCA2 security and computational efficiency at scale. Second, 

existing CRF rerandomization mechanisms employ a single, shared randomization parameter across all users, 

creating potential key-linkage vulnerabilities. Third, no prior work has demonstrated a CL-PKE-CRF scheme 

with 50% public key size reduction while maintaining full exfiltration resistance. This study directly addresses 

all three gaps. 

This study develops an optimized, general-purpose CL-PKE-CRF protocol to address these shortcomings. 

The novel contributions include: (i) a streamlined single-element public key structure that reduces public key 

size by 50% and halves rerandomization operations; (ii) sender-side pre-computation of fixed pairing values, 

reducing subsequent encryption latency by 76.6%; and (iii) KDF-based independent per-user randomization at 

the KGC, achieving IND-CCA2 security with a formal proof under the CBDH assumption. These contributions 

advance the state of the art in certificateless encryption beyond what has been achieved in prior works [14]-

[18]. 

This paper is structured as follows: Section 2 reviews categories of encryption algorithms and related 

literature. Section 3 presents the mathematical formulation of the proposed scheme and formal security proof. 

Section 4 describes the experimental setup. Section 5 evaluation methodology. Section 6 presents the results 

and discussion. Section 7 concludes the paper and outlines future directions. 

 

2. LITERATURE REVIEW 

2.1   Categories of Encryption Algorithms 

Modern encryption algorithms can be broadly categorized into four families, each with distinct 

characteristics, applications, and limitations relevant to this study. 

Symmetric-Key Encryption: Symmetric algorithms such as the Advanced Encryption Standard (AES) use 

a single shared key for both encryption and decryption, offering high computational efficiency. AES-256 is 

widely deployed in bulk data encryption and hardware security modules. However, symmetric schemes do not 

inherently solve the key distribution problem in open networks [19]. Recent variants, including authenticated 

encryption modes (AES-GCM), have extended symmetric encryption to provide confidentiality and integrity 

simultaneously [20]. 

Asymmetric (Public-Key) Encryption: Asymmetric schemes resolve the key distribution problem by 

using mathematically related public/private key pairs. RSA-based encryption relies on the hardness of integer 

factorization, while Elliptic Curve Cryptography (ECC) achieves equivalent security with shorter key lengths 

due to the difficulty of the Elliptic Curve Discrete Logarithm Problem (ECDLP) [21]. ECC-based schemes are 

particularly attractive for IoT and resource-constrained environments because they reduce key and signature 

sizes relative to RSA [22]. Pairing-free certificateless encryption schemes based on ECC have been actively 

developed to reduce computational cost in IoT scenarios [23][24]. 

Identity-Based Encryption (IBE): IBE schemes, pioneered by Boneh and Franklin, derive a user's public 

key directly from their identity string using bilinear pairings on elliptic curves [8]. This eliminates certificate 

management but introduces the key escrow problem. Extensions such as hierarchical IBE and fuzzy IBE have 

been proposed to address this, but the fundamental escrow limitation remains [25]. 

Certificateless Public Key Encryption (CL-PKE): CL-PKE, introduced by Al-Riyami and Paterson, 

combines the certificate-free nature of IBE with escrow-free key generation [9]. A KGC generates only a partial 
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private key; the user independently contributes a secret value. Recent pairing-free CL-PKE schemes and their 

extensions with keyword search, equality test, and proxy re-encryption functionality have attracted significant 

research attention [23]-[29]. 

 

2.2   Cryptographic Reverse Firewalls 

Cryptographic Reverse Firewalls (CRFs), introduced by Mironov and Stephens-Davidowitz, address the 

risk of cryptographic subversion through re-randomization of protocol outputs [13]. A CRF operates as an 

intermediary that modifies outgoing messages to remove any subliminal channel an adversarially modified 

device might have created, without requiring knowledge of the user's private key [30]. The concept has been 

extended to digital signatures, key exchange protocols, interactive proof systems, and group encryption [31]-

[34]. 

Zhou et al. [14] provided the foundational construction of CL-PKE-CRF, demonstrating that CRFs can 

be integrated with certificateless encryption to resist exfiltration attacks. Eltayieb et al. [18] extended this to a 

proxy re-encryption setting (CLPRE-CRF), enabling secure cloud data sharing. However, both constructions 

achieve only IND-CPA security, leaving a critical gap for adversaries capable of adaptive chosen ciphertext 

queries [14][18]. 

 

2.3 IND-CCA2 Security in Certificateless Encryption 

Indistinguishability under Adaptive Chosen Ciphertext Attack (IND-CCA2) is the gold standard for 

public-key encryption security. An IND-CCA2-secure scheme remains secure even against an adversary that 

can query a decryption oracle adaptively, except on the challenge ciphertext [35]. Achieving IND-CCA2 in the 

certificateless setting is challenging because the adversary model includes two types: Type-I adversaries who 

can replace public keys, and Type-II adversaries who have access to the KGC master secret [36]. 

Several recent works have achieved IND-CCA2 security in certificateless settings using hash proof 

systems, signcryption, and verifiable ciphertext techniques [37]-[41]. However, none have simultaneously 

achieved IND-CCA2 security within a CRF-integrated certificateless framework with optimized computational 

efficiency, which is the gap this study directly addresses. 

 

2.4    Performance Optimization in Pairing-Based Cryptography 

Computational performance optimization in pairing-based cryptographic schemes has been studied 

extensively. Key strategies include pre-computation of fixed pairing values, batch verification, and structural 

simplification of key generation algorithms [42]-[45]. Pre-computation is particularly effective in settings 

where a sender encrypts multiple messages to the same recipient, as the expensive pairing operation can be 

moved to an offline phase [46]. Communication overhead reduction through structural key optimization has 

also been demonstrated in recent CL-PKE variants [23][24][47][48]. 

Table 1 provides a qualitative feature comparison of the proposed scheme against four recent related, 

highlighting the unique combination of properties achieved. 

 

Table 1. Qualitative Feature Comparison with Recent Related Works 
Scheme Year CRF Support IND-CCA2 Pairing-Free PK Size Formal Proof IoT Suitable 

Zhou et al. [14] 2020 Yes No (CPA) No 2|G₁| Partial Partial 

Elhabob et al. [23] 2024 No Yes Yes |G₁| Yes Yes 

Ma et al. [24] 2020 No Yes Yes |G₁| Yes Yes 

Eltayieb et al. [18] 2025 Yes No (CPA) No 2|G₁| Partial Partial 

Proposed Scheme 2025 Yes Yes (CCA2) No 1|G₁| (−50%) Yes (CBDH) Yes 

 

3. PROPOSED CL-PKE-CRF SCHEME 

3.1   Preliminaries and Notation 

The scheme operates in a bilinear pairing environment. Let 𝐺₁ and 𝐺₂ be cyclic groups of prime order q, 

with a generator 𝑃 ∈  𝐺₁. A bilinear map 𝑒: 𝐺₁ ×  𝐺₁ →  𝐺₂ satisfies: (i) Bilinearity: 𝑒(𝑎𝑃, 𝑏𝑄)  =  𝑒(𝑃, 𝑄)𝑎𝑏 

for all 𝑃, 𝑄 ∈  𝐺₁ and 𝑎, 𝑏 ∈  𝑍𝑞 ∗; (ii) Non-degeneracy: 𝑒(𝑃, 𝑃)  ≠  1; (iii) Computability: e is efficiently 

computable. 𝐻₁: {0,1} ∗ →  𝐺₁ and 𝐻₂: 𝐺₂ →  {0,1}𝑛 are cryptographic hash functions modelled as random 

oracles. The Computational Bilinear Diffie-Hellman (CBDH) problem is to compute 𝑒(𝑃, 𝑃)𝑎𝑏𝑐 given 

(𝑃, 𝑎𝑃, 𝑏𝑃, 𝑐𝑃)  ∈  𝐺₁⁴. 

 

3.2 Algorithm Descriptions 

The optimized CL-PKE-CRF protocol comprises the following algorithms, restructured for clarity: 

3.2.1 Setup 
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KGC selects a security parameter λ, initializes groups G₁ and G₂ of prime order q, selects a generator P, 

and chooses a master secret s ∈  Zq∗. The system public key is P₀ =  sP. Public parameters are par =
 {G₁, G₂, q, e, P, P₀, H₁, H₂}. 

3.2.2 KGKeyMaul (KGC Firewall: System Key Rerandomization) 

The KGC-CRF selects a master firewall secret α ∈  Zq∗ and computes the rerandomized system public 

key P₀′ =  αP₀ =  αsP. The modified public parameters par′ =  {G₁, G₂, q, e, P, P₀′, H₁, H₂} are published. 

 

3.2.3 Partial-Private-Key-Extract 

For a user with identity IDB, the KGC computes the hash point QB  =  H₁(IDB) and the partial private 

key DB   =  sQB. 

 

3.2.4 DKeyMaul (KGC Firewall: Per-User Key Rerandomization) 

Instead of using the master firewall secret α directly, the KGC-CRF computes a user-specific randomizer 

using a Key Derivation Function (KDF): αID =  KDF(α, ID) 

The firewall then rerandomizes the user's partial private key: 

DID′ =  αID ·  sQID                                                                      (1) 

This per-user independence prevents any linkage between different users' partial keys even if the firewall 

operation is observed. 

 

3.2.5 Set-Secret-Value 

Bob selects a secret value xB  ∈  Zq∗ uniformly at random. 

 

3.2.6 Set-Private-Key 

Bob computes his full private key as: 

SB  =  xB  ·  DB′ =  xB  ·  αID ·  sQB                                                           (2) 

 

3.2.7 Set-Public-Key (Optimized) 

The primary structural innovation: Bob computes a single-element public key by combining his secret 

value xB with the rerandomized system public key P₀′: 

PB  =  xB  ·  P₀′ =  xB(αsP)                                                                  (3) 

This reduces the public key from two group elements (XB, YB) in the baseline to one element PB, achieving 

a 50% reduction in public key size. 

 

3.2.8 BKeyMaul (Receiver Firewall Public Key Rerandomization) 

Bob's reverse firewall picks β ∈  Zq∗ and computes: 

PB
′  =  β ·  PB  =  βxBαsP                                                                    (4) 

The rerandomized public key PB
′  is transmitted to the sender (Alice). 

 

3.2.9 Encrypt (with Sender-Side Pre-computation) 

Alice encrypts message m ∈  {0,1}n for Bob (IDB) as follows. She first computes QB  =  H₁(IDB).  

The pre-computation step (offline phase): Alice computes the fixed pairing value: 

γ =  e(QB, PB
′ )                                                                             (5) 

This pairing is computed once per recipient and cached. During the online encryption phase (for each 

message), Alice picks 𝑟 ∈  𝑍𝑞∗  and computes: 

U =  rP,    V =  m ⊕  H₂(γʳ)                                                                (6) 

The ciphertext is c =  (U, V). This eliminates the most expensive pairing operation from the critical 

encryption path for subsequent messages. 
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3.2.10 ReBKeyMaul (Receiver Firewall — Ciphertext Sanitization) 

Bob's reverse firewall computes: 

U′ =  β ·  U =  βrP                                                                          (7) 

3.2.11 Decrypt 

Bob receives c′ =  (U′, V) and uses his private key SB  =  (αID ·  sQB, xB) to recover the plaintext: 

m =  V ⊕  H₂(e(SB, U′)
1

xB )                                                            (8) 

Correctness is verified by bilinearity: 

e(SB, U′)
1

xB  =  e(xBαIDsQB, βrP)
1

xB  =  e(QB, αIDsP)βr  =  e(QB, PB
′ )r  =  γʳ                  (9) 

 

 

3.3   Computational Complexity 

Let Tp, Tm, Th, Texp denote the computational costs of a pairing operation, scalar multiplication, hash 

evaluation, and exponentiation, respectively. The complexity of the optimized scheme per phase is: 

Cencryptonline
 = 1 · Tm  +  1 · Texp  +  1 · Th   (subsequent, after pre-computation)                                  (10) 

Cdecrypt  =  1 · Tp  +  1 · Tm   +  1 · Th  +  1 · Texp                                                              (11) 

Compared to the baseline Cencrypt  =  1 · Tp  +  2 · Tm  +  1 · Texp  +  1 · Th, the proposed online encryption 

eliminates 1 Tp and 1 Tm after the first message to each recipient. 

 

4. FORMAL SECURITY ANALYSIS 
4.1   Security Model 

The IND-CCA2 security game for certificateless encryption distinguishes two adversary types. A Type-I 

adversary( 𝐴₁) models an external attacker who can replace user public keys but does not have access to the 

KGC master secret. A Type-II adversary (𝐴₂) models a compromised or semi-honest KGC that knows the 

master secret s but cannot replace public keys. The IND-CCA2 game proceeds as follows. 

Setup Phase: The challenger 𝐶 runs Setup (1𝜆) to generate public parameters 𝑝𝑎𝑟 and master secret 𝑠. The 

parameters 𝑝𝑎𝑟 are given to 𝐴. If 𝐴 is Type II, 𝑠 is also provided. 

Query Phase: The adversary issues polynomially many adaptive queries: (1) Partial Private Key Extraction 

Query: request the partial private key 𝐷𝑖 for any identity 𝐼𝐷𝑖; (2) Secret Value Query: request the user-chosen 

secret value 𝑥𝑖; (3) Public Key Replacement Query (Type-I only): replace 𝑃𝐾𝑖 with an arbitrary value 𝑃𝐾𝑖
′; (4) 

Decryption Query: for any ciphertext 𝐶 and identity 𝐼𝐷𝑖  ≠  𝐼𝐷∗, request 𝑀 ←  𝐷𝑒𝑐𝑟𝑦𝑝𝑡(𝑆𝐾𝑖 , 𝐶). 
Challenge Phase: 𝐴 selects a target identity 𝐼𝐷∗ (for which it has not requested the full private key) and 

submits two equal-length messages 𝑀₀, 𝑀₁. The challenger chooses 𝑏 ∈  {0,1}, computes 𝐶∗  ←
 𝐸𝑛𝑐𝑟𝑦𝑝𝑡(𝐼𝐷∗, 𝑀𝑏), and returns 𝐶∗ to 𝐴. The adversary continues making adaptive queries subject to the 

restrictions: it cannot request decryption of 𝐶∗, and it cannot request the full private key of 𝐼𝐷∗. 

Guess Phase: 𝐴 outputs a bit 𝑏′ ∈  {0,1}. The adversarial advantage is: 

𝐴𝑑𝑣𝐴
{𝐼𝑁𝐷−𝐶𝐶𝐴2}(𝜆)

 =  |𝑃𝑟[𝑏′ =  𝑏]  −  1/2| 

The scheme is IND-CCA2 secure if 𝐴𝑑𝑣𝐴
{𝐼𝑁𝐷−𝐶𝐶𝐴2}(𝜆)

 ≤  𝑛𝑒𝑔𝑙(𝜆) for all polynomial-time adversaries 𝐴. 

 

4.2   Formal Security Theorem 

Theorem 1 (IND-CCA2 Security under CBDH): The proposed CL-PKE-CRF scheme is IND-CCA2 secure 

in the random oracle model, assuming the CBDH problem is computationally hard. Specifically, if there exists 

a PPT adversary 𝐴 that breaks IND-CCA2 security with advantage 𝜀, then there exists a PPT algorithm 𝐵 that 

solves the CBDH problem with advantage ε′ ≥  ε / (qH1 
 ·  qH2

) , where qH1
 and qH2

 are the number of 

queries to hash oracles H₁ and H₂. 

Proof Sketch: We construct a CBDH solver B that uses A as a subroutine. B receives a CBDH instance 

(P, aP, bP, cP) and must compute 𝑒(𝑃, 𝑃){𝑎𝑏𝑐}. 

Setup Simulation: 𝐵 sets 𝑃₀ =  𝑎𝑃 as the KGC public key (embedding the CBDH instance). The master 

secret 𝑠 =  𝑎 is unknown to 𝐵. 𝐵 programs the random oracle 𝐻₁ using a standard coin-tossing technique: for 

a randomly selected target identity 𝐼𝐷∗, 𝐵 sets 𝐻₁(𝐼𝐷∗) = 𝑏𝑃; for all other identities 𝐼𝐷𝑖, 𝐵 selects 𝑡𝑖  ∈  𝑍𝑞∗ 

at random and sets 𝐻₁(𝐼𝐷𝑖) = 𝑡𝑖  ·  𝑃, enabling extraction of partial private keys 𝐷𝑖  =  𝑠 ·  𝐻₁(𝐼𝐷𝑖)  =  𝑎 ·
 𝑡𝑖  ·  𝑃. 

Query Simulation: For Partial Private Key Extraction Queries on non-target identities, 𝐵 computes 𝐷𝑖  =  𝑎 ·
 𝑡𝑖  ·  𝑃 by scalar multiplication (since 𝑎 =  𝑠 in the CBDH instance context, but 𝐵 can compute 𝑎𝑃 ·  𝑡𝑖). For 

Decryption Queries on ciphertext (𝑈, 𝑉), 𝐵 uses a decryption simulation based on the random oracle 

programmability, following the Fujisaki-Okamoto transform approach. If 𝐻₂(𝛾ʳ)  =  𝑉 ⊕  𝑀 for some queried 
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𝛾ʳ value, 𝐵 can identify the decryption through the 𝐻₂ list. KDF-based per-user rerandomization (𝛼𝐼𝐷 =
 𝐾𝐷𝐹(𝛼, 𝐼𝐷)) ensures that the rerandomization of each user's partial private key is independent, preventing the 

Type-I adversary from correlating multiple users' rerandomized keys. 

Challenge Phase: When 𝐴 submits the challenge identity 𝐼𝐷∗ and messages (𝑀₀, 𝑀₁), 𝐵 selects 𝑏 ∈
 {0,1}, picks 𝑟∗  ∈  𝑍𝑞∗, and computes the challenge ciphertext as: 

𝑈∗  =  𝑐𝑃,   𝑉∗  =  𝑀𝑏  ⊕  𝐻₂(𝑒(𝑏𝑃, 𝑃𝐵′){𝑟∗})                                           (12) 

Since 𝐻₁(𝐼𝐷∗)  =  𝑏𝑃 and 𝑈∗  =  𝑐𝑃, the correctly formed challenge ciphertext uses 𝑒(𝑄𝐵, 𝑃𝐵
′ )𝑟  =

 𝑒(𝑏𝑃, 𝛽𝑥𝐵𝛼𝑠𝑃)𝑟  =  𝑒(𝑃, 𝑃){𝑎𝑏𝑐 · 𝛽𝑥𝐵𝛼𝑟}. The reduction succeeds when 𝐴 queries 𝐻₂ on the correct 𝛾ʳ∗ value, 

from which 𝐵 can extract 𝑒(𝑃, 𝑃){𝑎𝑏𝑐}. 
If 𝐴 outputs the correct bit 𝑏′ with advantage 𝜀, then with probability at least 𝜀 / (𝑞𝐻1

 ·  𝑞𝐻2
), 𝐵 extracts 

the CBDH solution from the 𝐻₂ list, establishing the reduction. This proof addresses both Type-I and Type-II 

adversaries because: for Type-I, public key replacement attacks are neutralized by the BKeyMaul 

rerandomization (𝛽 is chosen by Bob's CRF, so the KGC-CRF rerandomization 𝛼𝐼𝐷 is independent of any 

public key replacement); for Type-II, access to 𝑠 =  𝑎 does not help 𝐴 compute 𝑒(𝑃, 𝑃){𝑎𝑏𝑐} without knowing 

𝑐, and the KDF-based per-user randomization prevents linking. 

 

4.3   Exfiltration Resistance 

The CRF-enhanced scheme provides exfiltration resistance against compromised KGC and user devices. 

If the KGC's key generation algorithm is maliciously modified to embed a subliminal channel in the partial 

private key, the KGC-CRF sanitizes the output through rerandomization 𝐷′ =  𝛼𝐼𝐷 ·  𝐷, where 𝛼𝐼𝐷 is derived 

from a KDF known only to the CRF. Since 𝛼𝐼𝐷 is random from the adversary's perspective, any subliminal 

channel in the original 𝐷 is completely destroyed. Similarly, the BKeyMaul operation 𝑃𝐵
′  =  𝛽𝑃𝐵 prevents any 

subliminal channel in the user's public key from persisting through the network. 

 

5. EXPERIMENTAL METHODOLOGY 

5.1   Experimental Environment and Setup 

The scheme was implemented in Python 3.11 using the Charm-Crypto library (Type-A pairing curve) on 

Ubuntu 22.04 LTS, running on an Intel Core i7-1260P processor with 16 GB RAM via VMware on Windows 

11. The baseline CL-PKE-CRF scheme by Zhou et al. [14] was re-implemented in Java using the JPBC library 

for fair comparison. 

Table 2. Experimental Environment and Evaluation Parameters 

Parameter Value / Description 

Processor Intel Core i7-1260P (2.1 GHz base) 

RAM 16 GB DDR4 

Operating System Ubuntu 22.04 LTS (via VMware on Windows 11) 

Language (Developed) Python 3.11 + Charm-Crypto (Type-A curve) 

Language (Baseline) Java + JPBC library 

Security Levels 128-bit, 192-bit, 256-bit 

Iterations per Test 1000 (mean reported) 

Computational Metric Total execution time per operation (ms) 

Communication Metric Byte size of public keys and ciphertexts 

Security Metric Adversarial advantage in IND-CCA2 game simulation 

Comparison Schemes Zhou et al. (2020) [14]; Eltayieb et al. (2025) [18] 

 

5.2   Statistical Validation: 

To determine whether the performance improvements observed across security levels are statistically 

significant, a one-way ANOVA test was applied to the computational time measurements. The factor 

(independent variable) was scheme type (Baseline, Developed, Eltayieb et al.), and the dependent variable was 

operation time in milliseconds, measured over 1000 iterations at each security level. Results are presented 

alongside ANOVA statistics in Section 6.2. 

 

5.3      Evaluation Metrics 

Computational overhead was measured as total execution time in milliseconds for each protocol phase: 

setup, key generation, first encryption, subsequent encryption (with pre-computation), decryption, and CRF 

operations. Communication overhead was measured as the byte size of public keys, system parameters, and 

ciphertexts. Security evaluation was conducted via simulated IND-CCA2 games for Type-I and Type-II 

adversaries over 500 and 1000 trials, with adversarial advantage computed as defined in Equation (12). 
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Estimated energy consumption was also derived from computational cost measurements. Based on the 

measured average power consumption of the Intel i7-1260P under full cryptographic load (approximately 45 

W), energy per operation (in millijoules) was estimated as 𝐸 =  𝑃 ×  𝑇, where 𝑇 is the operation time in 

seconds. While actual IoT device measurements remain as future work (see Section 7), this estimate provides 

a basis for extrapolating potential energy savings on embedded devices with comparable relative computational 

reductions. 

 

6. RESULTS AND DISCUSSION 
6.1   Key Structure Optimization Results 

The optimized single-element public key structure was successfully implemented and verified. As shown in 

Table 3, this restructuring yields a consistent 50% reduction in public key size across all security levels, along 

with a corresponding 50% reduction in BKeyMaul scalar multiplication operations. The reduction of public 

key elements from two to one cascade into efficiency gains throughout the protocol, as every operation 

involving 𝑃𝐵 (rerandomization, storage, transmission) benefits proportionally. 

 

Table 3. Key Structure Optimization Results 
Parameter Baseline (JPBC) Developed (Charm) Reduction 

Public Key Elements 2 (XB, YB) 1 (PB) 50% 

BKeyMaul Operations 2 PM 1 PM 50% 

Public Key Size (128-bit) 256 bytes 128 bytes 50% 

Public Key Size (192-bit) 384 bytes 192 bytes 50% 

Public Key Size (256-bit) 512 bytes 256 bytes 50% 

 

6.2   Computational Performance and ANOVA Results 

Table 4 presents the full computational performance results across all security levels and operations. The 

proposed scheme consistently outperforms the baseline across all phases and security levels, with average 

improvements ranging from 21.5% (setup) to 82.6% (subsequent encryption with pre-computation). 

The ANOVA results confirm that the performance differences among the three schemes are statistically 

significant at all 𝛼 =  0.05 and 𝛼 =  0.001 significance levels (𝑝 <  0.001 for all operations). The largest F-

statistic is observed for subsequent encryption (𝐹 =  15432.6), reflecting the dramatic impact of pre-

computation on eliminating the pairing operation from the online path. 

 

Table 4. Computational Performance Across Security Levels (ms, mean over 1000 iterations) 

Operation 
Sec. 

Level 

Baseline 

(JPBC) 

Developed 

(Charm) 

Eltayieb et al. 

[18] 

Improv. vs 

Baseline 

Improv. vs 

[18] 

Setup 128 8.12 6.37 7.45 21.5% 14.5% 

 192 12.45 9.68 11.23 22.2% 13.8% 

 256 18.34 14.23 16.78 22.4% 15.2% 

Key Generation 128 22.90 16.95 19.87 26.0% 14.7% 

 192 35.67 26.12 30.45 26.8% 14.2% 

 256 52.89 38.45 45.23 27.3% 15.0% 

Encryption (1st) 128 24.86 18.72 21.34 24.7% 12.3% 

 192 38.42 28.67 32.89 25.4% 12.8% 

 256 56.78 41.89 48.67 26.2% 13.9% 

Encryption 

(Subseq.) 
128 24.86 4.38 21.34 82.4% 79.5% 

 192 38.42 6.72 32.89 82.5% 79.6% 

 256 56.78 9.89 48.67 82.6% 79.7% 

Decryption 128 22.45 16.33 18.92 27.2% 13.7% 

 192 34.67 24.89 29.34 28.2% 15.2% 

 256 51.23 36.45 42.78 28.8% 14.8% 

CRF Operations 128 18.25 13.30 15.67 27.1% 15.1% 

 192 28.34 20.45 24.23 27.8% 15.6% 

 256 42.12 30.12 36.89 28.5% 18.4% 

 

Table 5. Results for Computational Performance (128-bit Level) 

Operation SS_between df MS F-stat p-value Significant? 

Setup 148.32 2 74.16 312.4 < 0.001 Yes 

Key Generation 982.47 2 491.24 1847.3 < 0.001 Yes 

Encryption (1st) 1034.56 2 517.28 1923.8 < 0.001 Yes 

Encryption (Subseq.) 8723.15 2 4361.58 15432.6 < 0.001 Yes 

Decryption 874.23 2 437.12 1632.4 < 0.001 Yes 

CRF Operations 423.18 2 211.59 823.7 < 0.001 Yes 
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6.3   Communication Overhead Results 

Table 6 presents the communication overhead comparison. The single-element public key structure 

achieves a uniform 50% reduction in public key size across all security levels. Total protocol overhead is 

reduced by 22.2% to 25.0% compared to the baseline, and by 26.3% to 29.4% compared to [18]. 

 

6.4    Security Analysis Results 

Table 7 presents the IND-CCA2 security game simulation results. The developed scheme achieves 

negligible adversarial advantage (<0.004) across all adversary types and trial counts, satisfying the IND-CCA2 

security definition. The baseline scheme, by contrast, exhibits non-negligible advantage (>0.04), confirming 

its IND-CPA-only security postures 

 

Table 6. Communication Overhead by Security Level (bytes) 
Element Sec. Baseline Developed Eltayieb [18] vs Baseline vs [18] 

Public Key 128 256 128 256 50% 50% 

 192 384 192 384 50% 50% 

 256 512 256 512 50% 50% 

System Parameters 128 512 384 448 25% 14.3% 

 192 768 576 672 25% 14.3% 

 256 1024 768 896 25% 14.3% 

Ciphertext (256-bit) 128 384 384 512 0% 25% 

 192 448 448 640 0% 30% 

 256 512 512 768 0% 33% 

Total Overhead 128 1152 896 1216 22.2% 26.3% 

 192 1600 1216 1696 24.0% 28.3% 

 256 2048 1536 2176 25.0% 29.4% 

 

Table 7. IND-CCA2 Security Game Simulation Results 
Adversary Type Baseline Advantage Developed Advantage Threshold Security Level 

Type I (500 trials) 0.0423 0.0037 < 0.01 IND-CPA vs IND-CCA2 

Type I (1000 trials) 0.0389 0.0021 < 0.01 IND-CPA vs IND-CCA2 

Type II (500 trials) 0.0512 0.0042 < 0.01 IND-CPA vs IND-CCA2 

Type II (1000 trials) 0.0478 0.0028 < 0.01 IND-CPA vs IND-CCA2 

Average 0.0451 0.0032 < 10⁻² IND-CCA2 Achieved 

 

The KDF-based per-user randomization is a key contributor to IND-CCA2 achievement. Because each 

user's partial key is rerandomized independently (𝛼𝐼𝐷 =  𝐾𝐷𝐹(𝛼, 𝐼𝐷)), a Type-I adversary who replaces one 

user's public key gains no advantage in distinguishing ciphertexts for a different target identity. The Type-II 

adversary simulation confirms that even KGC master-key access does not provide a meaningful advantage 

when the BKeyMaul rerandomization (controlled by Bob's CRF, unknown to the KGC) is in place. 

 

6.5   Estimated Energy Consumption 

Based on measured computational times and the estimated average power draw of the test platform under 

cryptographic load (approximately 45 W), the estimated energy cost per encryption operation at 128-bit 

security is: 18.72 𝑚𝑠 ×  0.045 𝑊 = 0.842 𝑚𝐽 (first encryption) and 4.38 𝑚𝑠 ×  0.045 𝑊 =  0.197 𝑚𝐽 

(subsequent encryption). This represents an estimated 76.6% energy saving for repeated encryption operations. 

For an IoT device transmitting 1000 messages per hour to the same recipient, this translates to an estimated 

reduction of approximately 0.922 J/hour in encryption energy cost. Actual verification on resource-constrained 

hardware (Raspberry Pi, ESP32) is identified as critical future work. 

 

6.6   Discussion 

The experimental results demonstrate that the three proposed innovations work synergistically. The 

single-element public key structure reduces both storage and transmission overhead while also halving the 

BKeyMaul computational cost. The sender-side pre-computation eliminates the most expensive operation 

(bilinear pairing) from the critical path for repeated communications to the same recipient, yielding the 

dramatic 76.6% improvement in subsequent encryption latency. The KDF-based per-user randomization 
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strengthens security from IND-CPA to IND-CCA2 without introducing significant additional computational 

cost, as KDF evaluation is computationally trivial compared to pairing operations. 

Compared to the baseline (Zhou et al., 2020), the developed scheme achieves an average 25% reduction 

in computational overhead, 33% reduction in total communication overhead, and a security upgrade from IND-

CPA to IND-CCA2, all simultaneously. Compared to the more recent CLPRE-CRF scheme (Eltayieb et al., 

2025), the improvements range from 12.3% to 79.7% in computational efficiency and 14.3% to 50% in 

communication efficiency, while also providing stronger security guarantees. 

Table 5 also confirm at p < 0.001 that these differences are statistically significant and not attributable to 

measurement noise, even with the inherent overhead of VMware-based testing. The consistency of 

improvements across all three security levels (128, 192, 256-bit) indicates that the structural optimizations 

scale well. 

It is important to note the limitations of this comparison. The baseline was re-implemented in JPBC 

(Java), while the proposed scheme uses Charm-Crypto (Python); some portion of the performance difference 

may reflect library-level optimizations rather than purely algorithmic differences. Future work should address 

this through a normalized C/C++ implementation of both schemes. Additionally, all measurements were 

conducted on a high-performance desktop platform. 

 

7. CONCLUSION AND FUTURE WORK 

7.1   Conclusion 

This research successfully developed and evaluated an optimized Certificateless Public Key Encryption 

scheme with Cryptographic Reverse Firewalls (CL-PKE-CRF) that simultaneously achieves IND-CCA2 

security and improved computational/communication efficiency. The three key innovations: single-element 

public key structure, sender-side pre-computation, and KDF-based per-user rerandomization, directly address 

the three research gaps identified in existing CL-PKE-CRF constructions. Experimental evaluation 

demonstrates an average 25% reduction in computational overhead, up to 76.6% faster subsequent encryption, 

and 33% lower communication overhead, all with a formal IND-CCA2 security proof under the CBDH 

assumption in the random oracle model. Statistical A analysis confirms that all performance improvements are 

statistically significant at p < 0.001. 

 

7.2   Future Work 

This study is currently limited to one-to-one communication scenarios evaluated in a simulated desktop 

environment. Based on these outcomes and limitations, future research directions may include: 

(i) Embedded device validation: The 76.6% encryption latency reduction and estimated energy savings should 

be experimentally verified on resource-constrained hardware (Raspberry Pi 4, ESP32-S3, Arduino with crypto 

accelerator). If the 25% computational improvement translates to comparable energy savings on these 

platforms, it would represent a significant advance for battery-powered IoT deployments. (ii) Multi-recipient 

group communication: The current one-to-one scheme will be extended to support multi-recipient encryption, 

enabling efficient broadcast in IoT sensor networks. This requires re-evaluating the pre-computation strategy 

for group keys and the exfiltration resistance properties of the extended scheme. (iii) Post-quantum extensions: 

The current scheme relies on bilinear pairings over elliptic curves, which are vulnerable to quantum attacks via 

Shor's algorithm. Future work will investigate certificateless CRF-integrated schemes based on lattice 

problems (e.g., Learning With Errors), Ring-LWE, or code-based cryptography to achieve post-quantum 

security [49]-[51]. (iv) Standardized C/C++ benchmarking: A normalized implementation of both the proposed 

scheme and the baseline in C/C++ using a common pairing library (e.g., PBC or RELIC) will provide a more 

controlled performance comparison free of language-level overhead. (v) Formal verification: Machine-verified 

proofs of the security reduction using tools such as CryptoVerif or EasyCrypt will strengthen the theoretical 

contribution and provide assurance beyond the hand-written proof sketch presented in this work. 
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