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 With rapid digitalization in healthcare, biomedical images like X-rays, CT, 

MRI, and ultrasound scans are routinely transmitted, stored, and shared 

across hospital networks and telemedicine platforms. Ensuring data security, 
authenticity, and patient privacy during this process is a major challenge. 

Unauthorized access, modification, or duplication of images can result in 

diagnostic errors, legal issues, and loss of patient trust. Researchers have 

developed algorithms for image watermarking (embedding copyright or 
authentication information) and image encryption (scrambling data to 

protect it) to address these concerns. In this article, we present an algorithm 

that combines watermarking with encryption to enhance security and ensure 

confidentiality for medical images. Our approach centers on a blind hybrid 
watermarking technique. 'Blind' means the original image is not needed to 

extract the watermark, and 'hybrid' refers to combining techniques. This 

method specifically uses LSB (Least Significant Bit) embedding with a text 

image as the watermark. For encryption, chaotic sequences generated by the 
Henon map (a mathematical system used to generate pseudo-random 

numbers) power selective encryption, while the Enhanced 1D Chaotic Key 

Based Algorithm (ECKBA) is used for image encryption. The main 

advantage is our method's ability to generate a large space of encryption 
keys, critical for resisting brute-force attacks. Experimental and planned 

results demonstrate the robustness of our algorithm against common attacks 

and its watermark's invisibility to the human eye. 

This is an open access article under the CC BY-SA license. 
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1. INTRODUCTION  

As healthcare systems become increasingly digitized, digital information systems such as hospital 

information systems (HIS), picture archiving and communication systems (PACS), and electronic medical 

record (EMR) systems play a crucial role [1][4]. Compared to analog (non-digital) data, digital medical data 

offers significant advantages, including efficient compression (reducing file size for streamlined storage and 

sharing), transmission (enabling electronic data transfer), and image enhancement (improving visual quality 

through digital tools). Nevertheless, current transmission methods may allow unauthorized interception or 

alteration of sensitive medical data over public networks, such as the Internet, especially in telemedicine 

contexts. Therefore, implementing robust security measures in clinical information systems is essential. 

Digital watermarking—the imperceptible embedding of supplemental information into host signals (such as 

images, audio, or video)—has emerged as a promising approach to securing multimedia data. Applied in 

medical settings, watermarked images can remain compliant with the DICOM (Digital Imaging and 

Communications in Medicine) format [2][3], the standard for handling, storing, and transmitting medical 

images, and the embedded security information can persist even if the image format changes. Additionally, 

the watermark's subtlety makes it more challenging for unauthorized parties to detect or compromise the 

hidden information. Due to these benefits, researchers have adopted watermarking techniques in medical data 

[4]–[10]. 

For example, Zhou et al. presented a watermarking method for verifying the authenticity and integrity 

of digital mammography images. They embedded a digital envelope in the image using the least significant 

https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/
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bit (LSB) [11]. Mousavi et al. [12] provided an extensive survey, outlining the potential of watermarking for 

confidentiality and integrity in medical imaging. Sujatha [13] introduced a blind watermarking technique 

based on discrete wavelet transform (DWT) decomposition for image authentication. Earlier work by Puech 

et al. [14] demonstrated that robust watermarking algorithms, when combined with AES encryption, can 

effectively safeguard the confidentiality and integrity of medical images. Gokcen et al. [15] proposed a 

robust chaotic digital image watermarking scheme based on redundant discrete wavelet transform (RDWT) 

and singular value decomposition (SVD). 

Welba et al. [16][17] have integrated watermarking strategies to securely embed patient data in 

biomedical images. Several studies [18]–[21] have further enhanced performance by exploiting various 

transformations. Methods such as wavelet, empirical mode decomposition, and discrete cosine transform 

(DCT) have improved embedding capacity and robustness [22]–[25]. 

Several researchers have proposed data protection techniques based on watermarking and encryption for 

digital imaging and communication in medicine, including partial encryption methods [26]. In [27], a coding 

algorithm was proposed to determine selective blocks for regular embedding. In [28], a scheme integrating 

modular arithmetic and chaos theory was introduced for image encryption and decryption. Benoraira et al. 

proposed a blind watermarking scheme that embeds bits differentially into two DCT-transformed sub-vectors 

of the LL sub-band in the DWT. This achieves robust extraction without threshold setting [5][6][29][30]. Bao 

and Wang embed color watermark bits into mid-frequency DCT coefficients in the Radon transform domain. 

A geometric correction mechanism resists rotation, scaling, and cropping [31]. Liu and Li extract feature 

vectors via DWT and DFT and secure the watermark using a logistic chaotic map before embedding. This 

approach provides strong robustness against geometric and signal-processing attacks [32]. Li et al. fuse 

accelerated-KAZE feature extraction with DCT, perceptual hashing, and chaotic scrambling. This enables 

zero-watermarking that is highly resistant to a wide range of attacks [33]. 

According to the scientific studies listed above, image watermarking provides authentication and allows 

the confidential insertion of personal and essential information. In the medical field, combining image 

watermarking and encryption is paramount, as this addresses key security requirements, including 

authentication and confidentiality. Additionally, robustness against attacks, algorithm reversibility, speed, 

and strong integration capacity are essential features for the successful transmission of medical images via 

transmission channels. Our algorithm meets all these needs. 

 

2. METHOD  

2.1.  Least Significant Bit (LSB) Watermarking 

Least Significant Bit (LSB) watermarking is a simple and widely used technique for invisible digital 

watermarking. In this method, each 8-bit pixel’s least significant bit—the bit with the smallest value in the 

binary representation of the pixel’s color—is replaced by a bit from the watermark. Changes to the least 

significant bit result in minimal changes to pixel intensity (brightness or color value). As a result, the 

embedded watermark is often imperceptible to the human visual system. This is especially true in regions of 

high texture or visual complexity; such areas have many details or variations in color and intensity [34][35]. 

Information can be embedded directly into every pixel, or preferentially in busy regions where small 

modifications are less noticeable [36]. Despite its low computational complexity and ease of implementation, 

LSB insertion is inherently vulnerable to noise (random changes during storage or transmission). It is also 

susceptible to compression (reducing file size by discarding data) and cropping attacks (removal of image 

parts). These vulnerabilities have driven researchers to develop enhanced, adaptive methods and hybrid 

schemes. Such methods combine LSB modifications with transform-domain techniques (like embedding 

information after transforming the image into the frequency domain) to improve robustness [37]. 

2.2.  The Enhanced Chaotic Key-Based Algorithm (ECKBA) 

The Enhanced Chaotic Key-Based Algorithm (ECKBA) enhances the original CKBA by incorporating 

a more robust chaotic map and expanding the key size to 128 bits. It also applies substitution and permutation 

steps to strengthen resistance against differential cryptanalysis [38][39]. The algorithm employs CBC mode 

to bolster security while sustaining efficient performance for multimedia encryption. 

Let I be an 𝑀 ×𝑁 image with b-byte pixel values, where a pixel value is denoted by I(i),0 ≤ 𝑖 <
𝑀 × 𝑁 × 𝑏, scanned in the raster order. Let Cµ be a one-dimensional chaotic map—a mathematical function 

that exhibits unpredictable behavior—characterized by a real coefficient μ, which is determined by 

normalizing a 32-bit integer 𝜇𝐼32 to fit within the chaotic interval. Let 𝑥 (0), the initial value for Cμ, be set by 

normalizing a 32-bit integer 𝑥𝐼32 to a value within the range defined for Cμ. For any n-bit binary segment x, 

let l(x) represent its least significant (lower) half and h(x) its most significant (upper) half. In addition, we 

define an S-box transformation 𝜎𝑟, where an S-box (substitution box) is a basic cryptographic component 

that performs substitution operations on input data. and its inverse  σ𝑟
(−1)

as follows: 
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𝜎𝑟(𝑥, 𝑦) = {
𝑥 ⊕ 𝑦              𝑖𝑓 𝑟 𝑖𝑠 𝑒𝑣𝑒𝑛
𝑥 + 𝑦 𝑚𝑜𝑑 256,    𝑖𝑓 𝑟 𝑜𝑑𝑑

                                                             (1) 

 

𝜎𝑟
−1(𝑥, 𝑦) = {

𝑥 ⊕ 𝑦,              𝑖𝑓 𝑟 𝑖𝑠 𝑒𝑣𝑒𝑛
𝑥 − 𝑦 𝑚𝑜𝑑 256,    𝑖𝑓 𝑟 𝑜𝑑𝑑

                                                                          (2) 

 

where x and y are two bytes. 

The ECKBA encryption and decryption schemes are implemented by Algorithms 1 and 2, respectively. 

In the algorithm, we use the following notation: if if 𝑥𝐼32  denotes a 32-bit integer variable, then x denotes its 

normalized floating-point representation corresponding to the relevant real interval, and vice versa. 

The Enhanced CKBA (ECKBA) encryption algorithm processes an image by first initializing chaotic 

parameters and cipher-block chaining with a 128-bit key. It then generates pseudo-random sequences from a 

piecewise linear chaotic map (PWLCM) to derive substitution keys and permutation indices. Each pixel is 

XORed with the previous cipher-block, implementing cipher-block chaining. Multiple rounds of substitution 

use an S-box, and permutation uses a P-box. Chaotic sequences control these transformations to enhance 

security and resist cryptanalysis. 

Conversely, the ECKBA decryption algorithm reverses this process by first initializing the same 

parameters as in encryption, then performing inverse transformations in reverse order. It starts by applying 

the inverse permutation and inverse substitution using the inverse S-box, guided by the same chaotic 

sequences used in encryption. Finally, it XORs each pixel with the previous cipher block to undo the cipher 

block chaining, thereby reconstructing the original plaintext image. 

  

ENCRYPTION ALGORITHM 

Data: An M × N × b plain-image I, 128-bit key k, and the 
number of rounds r. 

Result: An M × N × b cipher-image I'. 

begin 

    x(r/4 - 1)I32 ← l(l(k)); αI32 ← h(l(k)) 

    y(r/2 - 1)I32 ← l(h(k)); βI32 ← h(h(k)) 

    I'(-1) ← 0 

    for i = 0 to r/4 - 1 do 

        z(i) ← 0 
    end 

    for i = 0 to MNb - 1 do 

        if i = 0 mod r then 

            if i > 0 then 
                for j = 0 to r/4 - 1 do 

                    t ← i - r + 4j 

                    z(j)I32 ← I'(t) || I'(t+1) || I'(t+2) || I'(t+3) 

                end 
            end 

            for j = 0 to r/4 - 1 do 

                x(j) ← Cα(x(j - 1 mod r/4)) 

                x(j) ← x(j) + z(j) mod 1 
                c(4j) ← l(l(x(j)I32)) 

                c(4j+1) ← l(h(x(j)I32)) 

                c(4j+2) ← h(l(x(j)I32)) 

                c(4j+3) ← h(h(x(j)I32)) 
           end 

           for j = 0 to r/2 - 1 do 

               y(j) ← Cβ(y(j - 1 mod r/2)) 

               z(j) ← x(j) + z(j mod r/4) mod 1 
               d(2j) ← l(y(j)I32) mod 8! 

               d(2j+1) ← h(y(j)I32) mod 8! 

          end 
      end 

      I'(i) ← I(i) ⊕ I'(i - 1) 

      for j = 0 to r - 1 do 

            I'(i) ← σj(I'(i), c(i + j mod r)) 
            I'(i) ← πd(4j+ij mod 8!)(I'(i)) 

      end 

    end 

end 

DECRYPTION ALGORITHM 

Data: An M × N × b plain-image I, 128-bit key k, and the 
number of rounds r. 

Result: An M × N × b cipher-image I'. 

begin 

    x(r/4 - 1)I32 ← l(l(k)); αI32 ← h(l(k)) 

    y(r/2 - 1)I32 ← l(h(k)); βI32 ← h(h(k)) 

    I(-1) ← 0 

    for i = 0 to r/4 - 1 do 

        z(i) ← 0 
    end 

    for i = 0 to MNb - 1 do 

        if i = 0 mod r then 

            if i > 0 then 
                for j = 0 to r/4 - 1 do 

                    t ← i - r + 4j 

                    z(j)I32 ← I(t) || I(t+1) || I(t+2) || I(t+3) 

                end 
            end 

            for j = 0 to r/4 - 1 do 

                x(j) ← Cα(x(j - 1 mod r/4)) 

                x(j) ← x(j) + z(j) mod 1 
                c(4j) ← l(l(x(j)I32)) 

                c(4j+1) ← l(h(x(j)I32)) 

                c(4j+2) ← h(l(x(j)I32)) 

                c(4j+3) ← h(h(x(j)I32)) 
           end 

           for j = 0 to r/2 - 1 do 

               y(j) ← Cβ(y(j - 1 mod r/2)) 

               z(j) ← x(j) + z(j mod r/4) mod 1 
               d(2j) ← l(y(j)I32) mod 8! 

               d(2j+1) ← h(y(j)I32) mod 8! 

          end 
      end 

      I'(i) ← I(i) 

      for j = 0 to r - 1 do 

            I'(i) ← π-1
d(i+j mod 8!)(I'(i)) 

            I'(i) ← σj
-1(I'(i), c(i + j mod r)) 

      end 

      I'(i) ← I'(i) ⊕ I(i - 1) 

   end 

end 
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Chaotic permutation and substitution methods 

The ECKBA [40] encryption algorithm, presented in Figure 1, transforms an image I using a 

substitution (S) and a bit-permutation (P) network controlled by a PWLCM chaotic map. The algorithm 

performs r rounds of the SP-network on each pixel. The next iteration i+1 of the chaotic map is perturbed 

using the previous cipher block 𝐶𝑖. 

 

 
 

Figure 1. The ECKBA encryption algorithm 

2.3.   Henon Map 

The Henon map is a two-dimensional nonlinear discrete chaotic system widely used in the study of 

image encryption due to its sensitivity to initial conditions, unpredictability, and ergodic properties, which 

align well with the requirements for secure encryption algorithms [41][42]. It is defined mathematically as: 

 

{
𝑥𝑛+1 = 1 − 𝑎𝑥𝑛

2 − 𝑦𝑛
𝑦𝑛+1 = 𝑏𝑥𝑛

                                                                    (3) 

where 𝑛 represents the iteration number, 𝑥 and 𝑦 are the iteration values, and 𝑎 and 𝑏 are control parameters. 

The parameters a and b are typically constrained within the ranges a ∈ [0,1.4] and b ∈ [0.2,0.314], 

ensuring chaotic behavior under specific values such as a=1.4 and b=0.31. In image encryption applications, 

these parameters are often fine-tuned; for instance, in the proposed algorithm, a=1.399 and b=0.314 are 

selected to optimize the chaotic dynamics for secure encryption. Fig. 2 shows images of the Henon map for 

different parameter values. In our proposed algorithm, we set a = 1.399 and b = 0.314.

 
Figure 2. Images of Henon map 
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 𝑖−1

𝐼𝑖
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3. PROPOSED METHOD 

Figure 3 shows the proposed scheme for biomedical images encryption. 

 

 

Figure 3. Proposed Method 

3.1. Watermarks Embedding 

Figure 4 presents the watermarks embedding algorithm: 

Step 1: Extract the feature vector 𝑉𝐹(𝑗) using 𝐷𝑇𝐶𝑊𝑇 − 𝐷𝐶𝑇 transform on the original image 𝑂𝑖(𝑖, 𝑗), using 

the feature extraction method above 

Step 2 : generate binary henon sequences 𝐾𝑒𝑦𝑛(𝑖, 𝑗) with the following operations: 

𝐾𝑒𝑦𝑛(𝑖, 𝑗) = 𝑉𝐹(𝑗)  ⊕ 𝐵𝑊𝑛(𝑖, 𝑗)                                                                          (4) 

 

 

 
Figure 4. Watermarks embedding algorithm 

3.2. Watermarks Extraction 

Figure 5 presents the watermarks extraction algorithm: 

Original Image 𝑂𝑛 𝑖, 𝑗

F                𝐵

Watermarks 𝐵𝑊(𝑖, 𝑗)

DTCWT-DCT F              𝑀 𝐵

Watermarked image WIo(i, j)



 Noura Alexendre et al. /VUBETA Vol 3 No 2 (2026) pp. 330~343  335 

 

 

Step 5: Apply the same operation as step 3 to tested image 𝑂𝑖′(𝑖, 𝑗) to get a feature vector 𝑉𝐹′(𝑗) 
Step 6: Extract the watermarks 𝐵𝑊𝑛′(𝑖, 𝑗) via the following operate:  

𝐵𝑊𝑛′(𝑖, 𝑗) = 𝐾𝑒𝑦𝑛(𝑖, 𝑗) ⊕ 𝑉𝐹′(𝑗)                                                                           (5) 

 
Figure 5. Watermarks Extraction algorithm 

 

4. RESULTS AND DISCUSSION  

4.1.  Tests of Imperceptibility 

a)     Peak-Signal-To-Noise-Ratio (PSNR) and Normalized Correlation (NC 

The peak signal-to-noise ratio (PSNR) is a measure of the ratio of the maximum signal power to the 

noise affecting its quality [43][44]. In the context of images, it is often used to evaluate the quality of a 

compressed or modified image relative to the original image. It is also used to assess the degree of similarity 

between the original and watermarked images. A high PSNR indicates high image quality. The formula for 

calculating the PSNR between two images is as follows: 

𝑝𝑠𝑛𝑟 = 10𝑙𝑜𝑔10 (
𝑚𝑎𝑥2

𝑀𝑆𝐸
 )                                                                         (6) 

MSE (Mean Squared Error) represents the average error between the original and watermarked images; 

the lower the MSE, the better the imperceptibility. 

The higher the PSNR, the better the quality (and therefore the imperceptibility). Typical acceptable value: > 

35 dB. 

Normalized Correlation (NC) is a widely used measure in image watermarking, particularly for 

assessing the fidelity of the extracted watermark to the inserted watermark. It ranges from 0 (no correlation) 

to 1 (perfect correlation) and measures the similarity and difference between the original and extracted 

watermarks. Generally, an NC score between 1 and 0.7 is acceptable. 

𝑁𝐶 =
∑ 𝑂𝑟𝑤𝑎𝑡𝑒𝑟𝑚𝑎𝑟𝑘×𝐸𝑥𝑤𝑎𝑡𝑒𝑟𝑚𝑎𝑟𝑘
𝑛
𝑖=0

(∑ 𝑂𝑟𝑤𝑎𝑡𝑒𝑟𝑚𝑎𝑟𝑘×∑ 𝐸𝑥𝑤𝑎𝑡𝑒𝑟𝑚𝑎𝑟𝑘)
𝑛
𝑖=0

𝑛
𝑖=0

1
2

                                                       (7) 

𝑂𝑟𝑤𝑎𝑡𝑒𝑟𝑚𝑎𝑟𝑘 is original watermark, 𝐸𝑥𝑤𝑎𝑡𝑒𝑟𝑚𝑎𝑟𝑘 is extracted watermark is number of pixels in watermark. 

 

b)     Bit Error Ratio (BER) 

The bit error ratio (BER) is used to measure the ratio between the number of bits received in error and 

the total number of bits received [45]. The BER measures the accuracy of the extracted watermark bits, and is 

calculated as follows:  

 

𝐵𝐸𝑅 =
𝑁′

𝑁
                                                                                                                   (8) 

where N’ indicates the total number of embedded watermark bits and 𝑁 represents the number of bits that are 

erroneous when extracting the watermark. Therefore, when all watermark information is correctly extracted, 

the BER is 0. 

 

 c)    Structural similarity index measurement (SSIM) 

The Structural Similarity Index Measure (SSIM) was introduced by [46] to quantify the structural 

similarity between two images. Unlike MSE and PSNR, which do not account for image structure and 

Watermarked image WIo(i, j)

F                𝐵

DTCWT-DCT F              𝑀 𝐵
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measure absolute errors, SSIM is based on luminance, contrast, and changes in structural information. The 

key idea behind this measure is that pixels are highly correlated, especially when they are spatially close [8]. 

The SSIM metric is defined by: 

 

  𝐼𝑀 =
(2𝜇𝑥𝑟𝜇𝑥𝑔+𝐶1)(2𝜎𝑥𝑟𝑥𝑔+𝐶2)

(𝜇𝑥𝑟
2 +𝜇𝑥𝑔

2 +𝐶1)(𝜎𝑥𝑟
2 +𝜎𝑥𝑔

2 +𝐶2)
                                                                       (9) 

where 𝜇𝑥𝑟
 𝑒𝑡 𝜇𝑥𝑔

 represent the mean values of the pixels in the original image  𝑥𝑟 and the watermarked 

image   𝑥𝑔 , respectively. Consequently, σ𝑥𝑟 and σ𝑥𝑔 are the standard deviations of 𝑥𝑟 𝑒 𝑥𝑔 . Furthermore, 

𝜎𝑥𝑟𝑥𝑔
denotes the covariance between the two images, while 𝐶1 and 𝐶2 are constants defined to avoid 

instability. Table 1 presents the PSNR value. We observe that PSNR improves as the scale coefficient 

decreases. From this table, it is clear that the PSNR values are very high, indicating that our watermarking 

method maintains high-quality watermarking images. 

 

Table 1.  PSNR obtained values 

Images 𝑀 𝐸 𝑃 𝑁𝑅 NC BER 

Image 1 0.73 𝑃 𝑁𝑅 = 57.45 0.932 0.991 

Image 2 0.45 𝑃 𝑁𝑅 = 54.01 0.966 0.985 

Image 3 0.54 𝑃 𝑁𝑅 = 58.32 0.973 0.998 

Image 4 0.34 𝑃 𝑁𝑅 = 51.44 0.967 0.962 

 

Test results for our scheme are compared with those of other researchers’ schemes working in the same 

domain. 

 
Figure 6. (a) : original Image1, (b) : Original Image 2, (c) : original Image 3,d) : Original Image4, e) : 

Watermark Image. 

 

 

 
a) Watermarked 

image 1 

𝑃 𝑁𝑅 = 57,45 

 
b) Watermarked 

image 2 

𝑃 𝑁𝑅 = 54,01 

 
c) Watermarked 

image 3 

𝑃 𝑁𝑅 = 58,32 

 
d) Watermarked 

image 4 

𝑃 𝑁𝑅 = 51,44 

Figure 7. (a) Watermarked Image1, (b) Watermarked, Image2, c) Watermarked Image3, (d) Watermarked 

Image4. 

Figure 7 and Table 2 show the results under different scale factors. The PSNR results in our case are superior 

to 50, indicating the robustness and imperceptibility of the proposed scheme.  

  

cover
o
bject

cover
o
bject marque

(a) (b) (c) (d) (e) 
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Table 2. Comparison of proposed scheme with some works 
geometrical 

Attacks 

Intensity of 

Attacks 

Aditi Zear 

et al.[47] 

NC1 

Rohit Thanki 

et al. [48] 

NC2 

Xiaochen 

Yuan 

et al. [49] 

NC3 

Amit Kumar 

Singh et al. 

[50] NC4 

Proposed 

Algorithm 

NC 

BER 

Rotation 

(clockwise) 
10° 
20° 
40° 

0.21 

0.17 

0.10 

0.85 

0.92 

0.95 

0.86 

0.84 

0.80 

0.85 

0.82 

0.53 

0.91 

0.92 

0.89 

0.0067 

Scaling 0.4 

0.8 

2.0 

0.39 

0.54 

0.92 

0.52 

0.61 

0.91 

0.59 

0.63 

0.74 

0.93 

0.99 

0.99 

0.98 

0.98 

1.00 

0.0078 

Down 

Translation 
8% 

15% 

20% 

0.73 

0.66 

0.54 

0.80 

0.69 

0.63 

0.86 

0.77 

0.61 

0.90 

0.79 

0.71 

0.99 

0.90 

0.77 

0.0068 

Left 

Translation 
3% 

5% 

8% 

0.77 

0.74 

0.70 

0.88 

0.84 

0.72 

0.90 

0.83 

0.66 

0.91 

0.81 

0.77 
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Figure 8. a) Image1 partially encrypted b), Image2 partially encrypted c), Image partially encrypted 3 ,d)  

Image4 partially encrypted ) 
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Figure 9. Encrypted image Image1 a), Encrypted image Image2 b), Encrypted image Image3 c) Encrypted 

image Image4. 

 
         (a)  

 

 
          (b)  

 

 
               (c)  

 

 
             (d)  

 

Figure 10. a) Mark1 extracted (NC=0.992), b) Mark2 extracted (NC=0.988), c) Mark3 extracted (NC=0.976), 

d) Mark extracted (NC=0.996). 
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Histogram-based analysis 

The histogram is one of the security analysis elements of a cryptographic algorithm. It provides 

information on the statistical properties of the encrypted image. The histogram of an encrypted image shows 

the distribution of its pixels. When the image is perfectly encrypted, the histogram is uniform (i.e., the pixel 

distribution is uniform). The figures below show the histograms of the four test images (image1, image2, 

image3, image4). 

 

 
(a) 

 
(b) 

 
(c) 

 
(d) 

Figure 10. a) Histogram Image1 partially encrypted b) Histogram Image2 partially encrypted c) Histogram 

Image3 encrypted partially d) Histogram Image4 partially encrypted 

 

 
(a) 

 
(b) 

 
(c) 

 
(d) 

Figure 11. a) Original histogram Image1, b) Original histogram Image2, c) Original histogram Image3, d) 

Histogram of original image4 

 
(a) 

 
(b) 

 

 
(c) 

 

 
(d) 

 

Figure 12. a) Histogram of the coded image Image1, b) Histogram of the coded image Image2, c) Histogram 

of the coded image Image3, d) Histogram of the coded image Image4 

3.4.  Security Analysis, key sensitivity Test 

3.6.  Correlation Coefficient Analysis 

Correlation coefficients play an essential role in assessing the security of an encryption algorithm, 

particularly when processing encrypted images or sensitive data. Here's a clear explanation of their 

definition, importance, and interpretation. The correlation coefficient (often Pearson's) measures the degree 

of linear dependence between two variables. Its value ranges from -1 to +1: 
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⁻ +1: perfectly positive correlation. 

⁻ 0: no correlation. 

⁻ -1: perfectly negative correlation. 

In a cryptographic context, it is generally used to measure the correlation between neighboring pixels (or 

neighboring bits) before and after encryption. The correlation coefficients are also calculated by following 

the formula: 

 

  𝑜𝑣(𝑛,𝑚) = 𝐸(𝑛 − 𝐸(𝑛))(𝑚 − 𝐸(𝑚))                   (8) 

𝑟𝑛𝑚  =
𝑐𝑜𝑣(𝑛,𝑚)

(√𝐷(𝑛))( √𝐷(𝑚 )
                     (9) 

where n and m are intensities values of two adjacent pixels, 𝑟𝑛𝑚  is the correlation 

coefficient.  𝑜𝑣(𝑛,𝑚), 𝐸(𝑛) and 𝐷(𝑛) are given as follows  

𝐸(𝑛) =
1

𝑁
∑ (𝑛𝑖)

𝑁
𝑖=1                    (10) 

𝐷(𝑛) =
1

𝑁
∑ (𝑛𝑖 − 𝐸(𝑛))

2𝑁
𝑖=1                   (11) 

 𝑜𝑣(𝑛,𝑚) =
1

𝑁
(𝑛𝑖 − 𝐸(𝑛))(𝑚𝑖 − 𝐸(𝑚))                        (12) 

Table 3 below shows the correlation coefficients of the four test images calculated 

 

Table 3. Correlation coefficients of tested images 

 Direction 

Images Horizontal Vertical Diagonal 

Image1 −0008 00019 0004 

Image2 00021 00012 00028 

Image3 00064 −0013 00069 

Image4 00044 00033 0072 

 

Figure 14 and 15 present the correlation coefficients between neighboring pixels for the original and 

encrypted images, respectively. 
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Figure 13. a) Correlation original image1, b) Correlation original image2, c) Correlation original image3, d) 

Correlation original image4 

 

0 50 100 150 200 250 300
0

50

100

150

200

250

300

X
i,j

X
i,
j+

1

corrélation image originale

0 50 100 150 200 250
0

50

100

150

200

250

X
i,j

X
i,
j+

1

corrélation image originale

0 50 100 150 200 250 300
0

50

100

150

200

250

300

X
i,j

X
i,
j+

1

corrélation image originale

0 50 100 150 200 250 300
0

50

100

150

200

250

300

X
i,j

X
i,
j+

1

corrélation image originale



340  Noura Alexendre et al. /VUBETA Vol 3 No 2 (2026) pp. 330~343 

 

  

 
(a) 

 

 
(b) 

 

 
(c) 

 

 
(d) 

 

Figure 14. a) Correlation of encrypted watermarked image1, b) Correlation of encrypted watermarked 

image2, c) Correlation of encrypted watermarked image3, d) Correlation of encrypted watermarked image4. 

 

It is noteworthy that in Figure 14, the pixels are concentrated in a specific area, resulting in a high 

correlation. The former situation is highly desirable in cryptography, as it allows us to conclude that the 

encryption algorithm is very robust. 

 

3.7.  Differential Analysis 

Differential analysis in image encryption is a method of assessing the robustness of an encryption 

algorithm against attacks in which an attacker attempts to deduce the key or encryption scheme by observing 

the effects of small modifications on the original image. Number of Pixels Change Rate (NPCR) measures 

the percentage of pixels that change between two encrypted images, when only one pixel has changed in the 

original image. The Unified Average Changing Intensity (UACI) measures the average intensity change 

between two coded images. 

NPCR =
∑ ∑ 𝐷𝑗

𝐿
𝑗=1

𝐻
𝑖=1

𝐻×𝐿
    ith   𝐷𝑖;𝑗 = {

1   𝑖𝑓 𝐼𝑜1 ≠ 𝐼𝑂2
0    𝑖𝑓 𝐼𝑜1 = 𝐼𝑜2

 

UACI =
1

𝐻 ×  
∑∑

𝐼𝑜1(𝑖,𝑗) − 𝐼𝑜2(𝑖,𝑗)

28 − 1

𝐿

𝑗=1

𝐻

𝑖=1

× 100% 

    

Table 4 presents the values obtained after testing the original images. 

 

Table 4. Obtained values of NPCR and UACI 

Images NPCR(%) UACI(%) 
Encrypted image 1 97.56% 41.04% 

Encrypted image 2 98.55% 42.34% 

Encrypted image 3 98.33% 43.56% 

Encrypted image 4 99.37% 43.02% 

 

In the above table. It is worth noting the values of the encryption tests. acting on the NPCR. They are around 

95% to 99%. while the UACI values are above 40%. These results denote the robustness and confidentiality 

of the encryption process developed. 

 

5. CONCLUSION AND LIMITATION  

In this article, we have proposed a color watermarking scheme for biomedical images. integrating LSB 

embedding. Henon map. and ECKBA encryption. This proposed algorithm consists of two main phases: the 

first is blind watermarking, which involves applying the LSB substitution algorithm. The second step is to 

encrypt the watermarked image using the Henon map. ECKBA algorithm using initial conditions. generate a 

number of iterations and a chaos parameter. The proposed method. offers a secure. imperceptible. and a 

lightweight solution for protecting sensitive medical data. The use of chaotic systems ensures high security 

and key sensitivity, while LSB minimizes visual distortion. crucial for diagnostic accuracy in biomedical 

images. This hybrid approach effectively balances robustness against attacks. low computational complexity. 

and high watermark capacity. making it highly suitable for secure medical image transmission and 

telemedicine applications. The experimental results, in particular, the PSNR. NC calculations for the 

watermarking stage and the encryption key sensitivity and security tests. Provide ample proof of the 

confidentiality and robustness of the developed method. 
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