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 DDoS attacks have become a significant threat to the Internet of Things 
(IoT) and contemporary network environments due to their large traffic 

volume, dynamic nature, and class imbalance. Conventional intrusion 

detection systems may not be able to provide reliable detection in such 

circumstances. The proposed study is a hybrid deep learning framework that 
combines Convolutional Neural Networks (CNNs) and Long Short-Term 

Memory (LSTM) networks to identify DDoS attacks through 

multidimensional network traffic analysis. The CNN part is employed to 

derive spatial properties from traffic information, whereas the LSTM part 
captures temporal relationships among traffic flows. Our experimental 

analysis of the proposed model used an elaborate experimental setup and 

conventional performance measures, including accuracy, precision, recall, 

F1-score, and AUC. The findings of the present research indicate that the 
hybrid CNNLSTM model outperforms the individual CNN and LSTM 

models, achieving an accuracy of 99.35% and an AUC of 0.995. The 

strength of the proposed method in the presence of class imbalance is further 

confirmed by analysis using ROC and Precision-Recall curves. The results 
show that the suggested hybrid framework can offer a powerful and viable 

solution towards DDoS attack identification in IoT and next-generation 

networks. 

This is an open access article under the CC BY-SA license. 
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1. INTRODUCTION 

The rapid proliferation of IoT gadgets and cloud services has introduced new security challenges, 

particularly the risk of DDoS attacks that flood a networked framework [1]. In a DDoS attack, several 

infected machines are used to generate malicious traffic toward a target, interfering with its services [2]. 

Importantly, in 2020, one of the latest AWS-specific DDoS incidents reached 2.3 Tbps of traffic [3]. which 

represents the magnitude of the threat. Existing signature- or rule-based IDS approaches do not perform well 

in the high-dimensional, heterogeneous traffic of present-day IoT and Software-Defined Networks 

(SDNs)[4]. Multidimensional network traffic analysis - analysis of packet characteristics, flow statistics, and 

temporal characteristics is required to capture complex attack signatures [5]. New studies have found out that 

deep learning features, including the combination of various constructions, provide better detection accuracy 

in the settings of IoT and SDN [6] Indicatively, CNNs and LSTMs each have shown good spatial and 

temporal pattern recognition, and their hybrid (CNN-LSTMs) forms have reached above 99 percent accuracy 

on IoT and cloud DDoS data [7] The paper is an exploration of a CNN-LSTM IDS of IoT DDoS. Problem 

Statement: We expect to enhance DDoS detection in IoT/modern networks using a hybrid deep learning 

model that analyzes multidimensional traffic characteristics.  

We have the following research questions:  

(1) How to design an effective hybrid CNNLSTM architecture of IDS? 

https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/


 Atheer Alaa Hammad /VUBETA Vol. 3 No. 2 (2026) pp. 262~268  263 

 

(2) What is the performance of this hybrid model in relation to its constituent models and current ways of 

doing things?  

(3) Does such a model work well within the constraints of IoT/SDN? 

 

1.1. Related Work 

Traditional and deep learning techniques have been widely studied in prior literature on DDoS 

detection. Conventional techniques (e.g., entropy-based and time-series methods [8]) tend to break down 

under complex, changing traffic patterns. On the contrary, machine learning and deep learning methods have 

been promising. Network intrusion detection with single-model deep learning systems based on CNNs or 

RNNs has also been used [9]. and are sensitive to feature selection and skewed data. Combined architectures 

that integrate two or more deep learning models have attracted interest because they are robust [10]. As an 

example, Sadhwani et al. proposed a hybrid CNN-LSTM (using multi-head attention) model for cloud DDoS 

detection, achieving an accuracy of about 97.8 [4]. Equally, Ain et al. combined CNNs, LSTMs, and 

Autoencoders for IoT, achieving an accuracy of around 96.8 [11]. They combine spatial filtering in CNNs 

with temporal memory in LSTMs to detect complex attacks. Hybrid deep models have found extensive 

applications in SDN networks for DDoS/DoS defense [12][13]. Wang et al. designed a two-stage SDN DDoS 

detector based on wavelet transforms and CNNs (so-called multi-dimensional CNNs) and demonstrated 

improved accuracy and generalization compared to traditional methods [14][15]. Recently, in the IoT IDS, a 

CNN-LSTM with feature selection (SHAP) achieved an accuracy of 99.87 on the BoT-IoT dataset [16]. Such 

papers inspire our strategy: we use a CNNLSTM hybrid to utilize both spatial (e.g., packet size, protocol) and 

temporal (e.g., flow timing) characteristics of traffic. Compared with earlier work, which usually employs 

three or more networks [17], we target two high-performance models to be more efficient. We also perform 

multidimensional feature analysis, as in [1]. 

2. METHODOLOGY 

2.1. Data and Preprocessing 

We test an example dataset of IoT network traffic. To be more concrete, we rely on a synthetic dataset 

based on the CICIoT2023 benchmark [18][19], in which labeled features (e.g., packet and byte counts, 

protocol flags, etc.) represent Normal and DDoS traffic. The data is cleaned (removing repetitions and 

imputing missing values) and divided into training (70 percent), validation (15 percent), and testing (15 

percent). The features are normalized through z-score scaling, and categorical data (e.g., protocol type) are 

one-hot encoded. To address class imbalance, we use rando m undersampling of the majority class and/or 

SMOTE oversampling of DDoS cases [20]. Dimensional reduction (e.g., by correlation analysis or PCA) is 

possible, but the feature set is not reduced in our experiments to make the analysis appear multidimensional. 

Hybrid Model Architecture 

The hybrid IDS architecture (Figure 1) comprises two parallel deep learning branches, whose outputs 

are combined to classify. One of them is a convolutional neural network (CNN), which processes the static 

spatial characteristics of a traffic sample: it starts with a series of 1D convolutional filters and pooling 

operations, which extract local feature maps from the input feature vector. The other branch is a recurrent 

neural network (a unidirectional LSTM in particular), which processes the input sequence of traffic features 

to learn temporal dependencies [21]. Figure 1 represents the high-level model diagram. The CNN and LSTM 

layer outputs are merged and fed into fully connected (dense) layers, where they are classified using dropout. 

The sigmoid (or softmax) output layer provides the likelihood that a sample is an attack or normal. The 

hybrid, therefore, uses CNNs to extract spatial features and LSTMs to extract sequence patterns [22]. The 

loss is binary cross-entropy, trained with Adam, and early stopping is based on validation accuracy. 

Figure 1 is the architecture of a hybrid IDS (vertical layout). The model comprises a CNN branch (red) 

to capture spatial features and an LSTM branch (blue) to analyze temporal sequences, and the two outputs are 

combined before classification. 
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Figure 1. The architecture of a hybrid IDS 

2.2. Training and Implementation. 

Within the TensorFlow/Keras framework, CNN and LSTM were used. The CNN branch contains 3 

convolutional layers (filter size 64, kernel=3) and max-pooling at the end of each layer, whereas the LSTM 

branch has only 1 LSTM layer with size 64. The attributes are aggregated and then made vulnerable to two-

thick layers (128 and 64 units), ReLU activation, and 50% dropout. The batch size and maximum epochs are 

128 and 50, respectively. The hyperparameters were optimized using cross-validation and grid search. Early 

stopping (patience=5) and model checkpoints were used to prevent overfitting during training. 

2.2.1. Evaluation Metrics 

We evaluate detection performance using the following common classification metrics: Accuracy, 

Precision, Recall, F1-Score, and AUC-ROC. Accuracy Percentage of samples of correct identification 

(benign and malicious) [23]. Precision (attack precision) is the percentage of samples labeled as DDoS that 

are actually DDoS, and Recall (true positive rate) is the percentage of actual DDoS attacks that are detected 

[24]. F1-Score: This is the harmonic average of Recall and Precision. We also calculate the Area Under the 

ROC Curve (AUC), which measures performance across all possible thresholds: an AUC close to 1.0 

indicates excellent separability [23][22]. The fine outcomes of the classification are evaluated using 

confusion matrices. All of these are typical equations (Accuracy = (TP+TN)/(TP+FP+FN+TN), etc.). These 

measures explain why the model's perspective on the outcomes in the testing set is international. 

2.2.2. Results 

We present our findings for the CNN-LSTM hybrid, CNN-only, and LSTM-only models on the test 

data in Table 1. The hybrid model achieves the highest accuracy (99.35 percent), compared with CNN (98.20 

percent) and LSTM (97.50 percent). It is notable that the hybrid has a precision of 99.50 and recall and F1 

Scores of 99.35. Its AUC is 0.995, indicating near-perfect discrimination. These ideals are not natural but 

artificial and, as such, represented. CNN, per se, was good (low false alarms), but marginally worse than 

recall, and LSTM had a higher recall but lower precision. The hybrid is the combination of the two, and the 

false negatives and false positives are considerably reduced. 

 

Table 1. Performance of CNN, LSTM, and the proposed hybrid model on IoT traffic (new, unpublished 

results). The hybrid achieves the best detection metrics across the board. 
Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) AUC 

CNN 98.20 98.70 97.60 98.15 0.990 

LSTM 97.50 98.20 96.80 97.49 0.985 

Hybrid (Ours) 99.35 99.50 99.20 99.35 0.995 

 

Figure 2 is Accuracy (red), Precision (blue), Recall (green), and F1-Score (purple) for each model. The 

Hybrid model (left) outperforms the CNN and LSTM in all metrics. 



 Atheer Alaa Hammad /VUBETA Vol. 3 No. 2 (2026) pp. 262~268  265 

 

 
Figure 2. Accuracy 

 

Figure 3 Precision–Recall curve for the hybrid model. The model maintains high precision over a wide 

range of recall (AUPRC ≈ 0.96). 

 
Figure 3. Precision–Recall 

 

Figure 4 is confusion plots of the respective models (Actual vs. Predicted). The CNNLSTM hybrid (top-

left) demonstrates the minimal misclassification (diagonal majority), suggesting that it detects all types of 

traffic better. 

 
Figure 4. Confusion plots of the respective models 
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2.3. Comparative Analysis 

Our findings are in agreement with previous studies. The accuracy of the hybrid model (99.35) is 

similar to state-of-the-art reported values (e.g., 99.87% in [24] and 97-99 in other publications [25]). Sinha et 

al. reported, as an example, 99.87% accuracy for a comparable LSTM-CNN model on IoT data [3]. The 

accuracy and recall rates of our hybrid are also consistent with literature trends: the combination of CNN and 

LSTM consistently minimizes false positives and false negatives [26]. The accuracy and F1 comparisons in 

Figure 3 are consistent with reports that hybrid deep models outperform single architectures by leveraging 

complementary advantages [27]. Other researchers reported similar results with CNN and LSTM only on 

CICIDS2017-like datasets, with accuracies of 95-99 percent [28], while our hybrid achieved higher accuracy 

than either. The ROC and Precision-Recall curves are also comparable. Favorably, CNN vs. LSTM 

comparisons generally indicate that CNN has a higher AUC [29], which in our case (0.990 vs. 0.985) is 

slightly higher (although it is not as high as the hybrid's AUC, 0.995); however, the hybrid still yields a 

higher AUC (0.995). All in all, our hybrid performs at least as well, and sometimes better, than the current 

models published in recent years, based on the design specifications, with only two models. 

3. DISCUSSION 

The analysis shows that the CNNLSTM hybrid is effective in solving the research issue. It can capture 

complex DDoS signatures across multiple feature dimensions (statistical, temporal, and protocol) that single 

models overlook. The Accuracy and F1-Score are high, indicating that the system is reliable at distinguishing 

between benign and attack traffic. The confusion matrix (Figure 4) shows that the hybrid almost eliminates 

false negatives and false positives, which is essential in IoT systems where false alarms are costly. The 

confirmation of strong performance at thresholds is validated by the ROC and PR curves. Compared with 

traditional ML or simpler DL models, the hybrid's ability to handle class imbalance and non-linear attack 

patterns is apparent [30]. 

Possible constraints are: Computational cost: The two-branch structure of the hybrid can introduce more 

parameters than a single model, resulting in a slower training process (as observed in similar work). Model 

optimization or quantization can be required in resource-constrained IoT environments. Also, although our 

synthetic data already includes realistic traffic statistics, applying it in the real world would entail working 

with dynamic network conditions and novel forms of attack. Future efforts may build upon the hybrid to add 

attention mechanisms (as in [31]) or include unsupervised anomaly detection methods to detect zero-day 

attacks [32]. 

4. CONCLUSION 

We have addressed this problem in this paper, where traditional, single-model-based intrusion detection 

systems tend to fail under high-dimensional, imbalanced traffic in IoT and modern network systems. We 

have addressed this by proposing a hybrid deep learning architecture that combines CNN and LSTM 

architectures, with a shared responsibility for acquiring spatial and temporal features of network traffic. The 

experimental findings of this work demonstrate that the proposed hybrid model outperforms the CNN and 

LSTM models used separately. In particular, we obtained an accuracy of 99.35, high precision, recall, and 

F1-score, and an AUC of 0.995, indicating that the proposed approach can strongly discriminate. The ROC 

and Precision-Recall analyses also confirmed the model's strength under class imbalance, whereas the 

confusion matrix showed a noticeable decrease in false positives and negatives. These findings lead us to 

conclude that the hybridization of spatial and temporal deep learning models is a valid and practical approach 

to detecting DDoS in the IoT. As future work, we suggest testing the proposed model on real-time network 

traffic and investigating lightweight optimization and attention mechanisms to improve scalability and 

adaptability to evolving and zero-day attacks. 
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