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Enterprise Network for malicious access, with critical end devices often being the ultimate targets.
IoT Devices This study presents a comprehensive framework that prioritizes terminal-level
Terminal Security security by integrating existing encryption techniques, specifically a double-
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A significant contribution of the paper lies in its structured classification of
network terminals into thoughtful, intelligent, and dumb categories based on
capability and memory—an approach that supports tailored security
implementations. The framework also outlines contingency measures for
securing data center endpoints in the event of a breach scenario. The novelty
of this work lies in its focused protection strategy for terminals within
enterprise environments, bridging the security gap between endpoints and
core infrastructure. The proposed solution demonstrates the potential to
reduce exposure to ransomware and targeted attacks through layered defenses
and a proactive disaster recovery and business continuity (DR&B) strategy,
despite limitations in real-world simulation due to resource constraints.
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1. INTRODUCTION

Networks are vulnerable devices due to their basic feature of facilitating remote access and data
communication. The information in the networks needs to be kept secure and safe to provide an effective
communication and sharing device in the web of data. Due to the challenges and threats to data in networks,
network security is one of the most critical considerations in information technology infrastructures. As a result,
security measures are implemented in the network to decrease the probability of hackers accessing the secured
data. The purpose of network security is to protect the network and its components from unauthorized access
and abuse, thereby providing a safe and secure communication environment for users [1]. The Internet of
Things (IoT) refers to a system of connected devices that can communicate with each other and share
information with users through the internet. Information security focuses on protecting data and systems from
unauthorized access, use, disclosure, or damage. It also involves managing user registration and removing
access when needed, and safeguarding personal information to ensure privacy and security. Together, [oT and
information security play a key role in enabling safe and reliable communication while protecting sensitive
data from potential threats [2].
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Leading cloud network environments such as Amazon Web Services, Microsoft Azure, IBM Cloud,
VMware, and Google Cloud are widely used for their advanced features. However, these platforms remain
vulnerable to attacks from ransomware groups, botnets, and advanced persistent threats (APTs) due to poor
security practices, misconfigurations, and internal weaknesses. Third-party applications further increase these
risks by introducing bugs or zero-day vulnerabilities that attackers can exploit to gain access to sensitive data.
Without proper verification, these applications can originate from within the network, potentially being linked
to an APT, posing significant security challenges for organizations [3]. Over the past decade, the number of
IoT devices available worldwide has increased rapidly. Currently, the total number of these devices is close to
25 billion, and it is expected to reach 50 billion by the year 2025. This growth highlights the expanding role of
IoT technology in various industries and daily life [4].

Information security, often referred to as InfoSec, is crucial for safeguarding both digital and physical
information within organizations. It covers a wide range of areas, including cryptography, mobile technology,
social media, and networks that store sensitive financial, personal, and corporate data. The main objectives of
InfoSec are to ensure the confidentiality, integrity, and availability of this information. Due to its broad nature,
InfoSec involves implementing various security measures across these domains to safeguard critical
information effectively [5]. It is essential to establish a clear security policy for the marketing information
system to protect the confidentiality, accuracy, and accessibility of the data. This ensures that reliable
information is available to support the development of effective marketing strategies, which can meet customer
needs and expectations in a timely and satisfactory manner [6]. Libraries and information systems face
significant risks related to security and safety. Addressing these challenges can be achieved by adopting modern
technologies and setting practical standards to ensure protection and reliability [7].

Information security can be understood across technical, formal, and informal levels. In computer
systems, various measures are used to protect software, devices, and data. These include tools such as firewalls,
speech analysis, digital signatures, and other techniques designed to safeguard the system from potential threats
[8]. Information security has become a critical concern for both individuals and organizations due to the
increasing rate of cybercrimes. These crimes often target individuals and include personal data breaches,
phishing, identity theft, credit card fraud, extortion, impersonation, malware, ransomware, and crimes
involving children. To address these challenges, research in information security has focused on understanding
why users fail to take adequate precautions to protect themselves from such threats and how they can be
encouraged to adopt adequate security measures [9]. Several studies have shown that insiders remain the most
vulnerable point in information security. Despite various measures put in place to prevent attacks, hackers still
manage to access sensitive information. Cyber-attacks do not always start with software alone, as software
relies on hardware and human factors within a security system. Insiders and hardware weaknesses provide
opportunities for unauthorized access. With the rise of remote work and cloud-based systems, the risk has
grown significantly, requiring a more focused and adaptable security approach to address these emerging
threats [10]. Physical isolation plays a key role in safeguarding classified information systems by preventing
unauthorized access and data leakage from the network. Currently, physical isolation is achieved using security
tools like firewalls, intrusion detection systems, unauthorized connection prevention, host monitoring, and
auditing solutions [11]. Cyber attackers are constantly adapting their methods and strategies to evade the
security systems that targeted organizations have implemented. Their operations have become more organized,
and financial gain now serves as a significant driving factor behind their actions [12]. Many real-world
examples indicate that attackers often rely on straightforward methods to compromise systems [13].
Additionally, identifying a cyberattack can frequently take a considerable amount of time, allowing attackers
to exploit the system undetected. During this delay, the system remains vulnerable, and the damage can increase
significantly while the breach goes unnoticed [14].

This paper contributes to the ongoing research in information security by proposing a novel approach to
strengthening cloud-based IoT environments through an integrated framework that addresses both external
threats and insider vulnerabilities. By analyzing current gaps and evaluating security mechanisms within
modern network systems, the study presents enhanced strategies aimed at improving the resilience of
interconnected systems against evolving cyber threats. The findings of this paper aim to support the future
development of more secure, scalable, and adaptive security infrastructures.

1.1 COMPREHENSIVE THEORETICAL BASIS

In today's digital world, every business or organization needs to create its own corporate network. It helps
employees at all levels work faster and more efficiently, but it also brings risks, especially when it comes to
protecting the company’s sensitive information [15]. Network technology involves the combination of when
needed, and safeguarding personal information to ensure privacy and security. Together, IoT and information
security play a key role in enabling safe and reliable communication while protecting sensitive data from
potential threats [2].
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Leading cloud network environments such as Amazon Web Services, Microsoft Azure, IBM Cloud, VMware,
and Google Cloud are widely used for their advanced features. However, these platforms remain vulnerable to
attacks from ransomware groups, botnets, and advanced persistent threats (APTs) due to poor security
practices, misconfigurations, and internal weaknesses. Third-party applications further increase these risks by
introducing bugs or zero-day vulnerabilities that attackers can exploit to gain access to sensitive data. Without
proper verification, these applications can originate from within the network, potentially being linked to an
APT, posing significant security challenges for organizations [3]. Over the past decade, the number of IoT
devices available worldwide has increased rapidly. Currently, the total number of these devices is close to 25
billion, and it is expected to reach 50 billion by the year 2025. This growth highlights the expanding role of
IoT technology in various industries and daily life [4].

Information security, often referred to as InfoSec, is crucial for safeguarding both digital and physical
information within organizations. It covers a wide range of areas, including cryptography, mobile technology,
social media, and networks that store sensitive financial, personal, and corporate data. The main objectives of
InfoSec are to ensure the confidentiality, integrity, and availability of this information. Due to its broad nature,
InfoSec involves implementing various security measures across these domains to safeguard critical
information effectively [5]. It is essential to establish a clear security policy for the marketing information
system to protect the confidentiality, accuracy, and accessibility of the data. This ensures that reliable
information is available to support the development of effective marketing strategies, which can meet customer
needs and expectations in a timely and satisfactory manner [6]. Libraries and information systems face
significant risks related to security and safety. Addressing these challenges can be achieved by adopting modern
technologies and setting practical standards to ensure protection and reliability [7].

Information security can be understood across technical, formal, and informal levels. In computer
systems, various measures are used to protect software, devices, and data. These include tools such as firewalls,
speech analysis, digital signatures, and other techniques designed to safeguard the system from potential threats
[8]. Information security has become a critical concern for both individuals and organizations due to the
increasing rate of cybercrimes. These crimes often target individuals and include personal data breaches,
phishing, identity theft, credit card fraud, extortion, impersonation, malware, ransomware, and crimes
involving children. To address these challenges, research in information security has focused on understanding
why users fail to take adequate precautions to protect themselves from such threats and how they can be
encouraged to adopt adequate security measures [9]. Several studies have shown that insiders remain the most
vulnerable point in information security. Despite various measures put in place to prevent attacks, hackers still
manage to access sensitive information. Cyber-attacks do not always start with software alone, as software
relies on hardware and human factors within a security system. Insiders and hardware weaknesses provide
opportunities for unauthorized access. With the rise of remote work and cloud-based systems, the risk has
grown significantly, requiring a more focused and adaptable security approach to address these emerging
threats [10]. Physical isolation plays a key role in safeguarding classified information systems by preventing
unauthorized access and data leakage from the network. Currently, physical isolation is achieved using security
tools like firewalls, intrusion detection systems, unauthorized connection prevention, host monitoring, and
auditing solutions [11]. Cyber attackers are constantly adapting their methods and strategies to evade the
security systems that targeted organizations have implemented. Their operations have become more organized,
and financial gain now serves as a significant driving factor behind their actions [12]. Many real-world
examples indicate that attackers often rely on straightforward methods to compromise systems [13].
Additionally, identifying a cyberattack can frequently take a considerable amount of time, allowing attackers
to exploit the system undetected. During this delay, the system remains vulnerable, and the damage can increase
significantly while the breach goes unnoticed [14].

This paper contributes to the ongoing research in information security by proposing a novel approach to
strengthening cloud-based IoT environments through an integrated framework that addresses both external
threats and insider vulnerabilities. By analyzing current gaps and evaluating security mechanisms within
modern network systems, the study presents enhanced strategies aimed at improving the resilience of
interconnected systems against evolving cyber threats. The findings of this paper aim to support the future
development of more secure, scalable, and adaptive security infrastructures.

1.2 COMPREHENSIVE THEORETICAL BASIS

In today's digital world, every business or organization needs to create its own corporate network. It helps
employees at all levels work faster and more efficiently, but it also brings risks, especially when it comes to
protecting the company’s sensitive information [15]. Network technology involves the combination of
hardware and software, such as drivers, network adapters, cables, and connectors, along with the transmission
of data through communication lines to create a functioning network. Local area networks (LANs) operate on
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the same packet-switching method used in global networks for transmitting data, ensuring consistency in how
traffic is managed and transferred [16]. Network topology refers to the arrangement and connection of different
components, such as computers, cables, and other devices, within a data communication network. It describes
both the physical setup and the process of transferring information from one device to another across the
network. Network topologies can be thought of as the blueprint of the network, illustrating how devices are
interconnected. Different types of network topologies exist, such as Bus, Star, Mesh, Ring, Hybrid, and
Wireless topologies. Sometimes, a network may even combine more than one type of topology to meet specific
needs [17].

Network security systems comprise a set of technologies, tools, and practices designed to protect computer
networks from unauthorized access, cyber threats, and data breaches. These systems work together to create a
layered defense that ensures the confidentiality, integrity, and availability of network resources. Security
protection design is not only related to the deployment of physical (hardware and software) equipment but
extends to cyber laws and policies governing the use of IT resources in any organization [18].

A firewall is a technology used to regulate connections between different networks, helping to block
unauthorized access from external networks to internal systems and resources. By doing so, it protects internal
networks and systems from potential threats and attacks. This technology combines both hardware and software
to filter and screen potential risks actively, ensuring the network remains secure. Serving as the first line of
defense, a firewall intercepts external attacks to provide essential protection for computer network security
[19]. Figure 1 illustrates the connection and interaction between the Firewall, the Intranet, and the Internet in
a network setup. Traditional firewalls, once the backbone of network security, are struggling to keep up with
the complexity of modern threats. This challenge has led to the rise of next-generation firewalls (NGFWs) [20].
Firewalls are categorized into two main types: network firewalls and host-based firewalls. Network firewalls
work on network hardware and are used to secure the connection between different networks. On the other
hand, host-based firewalls focus on filtering traffic directly to individual devices or hosts, ensuring they are
protected from unwanted access [21]. A firewall serves as a protective barrier, filtering traffic between internal
networks and external, often less secure, networks. Its primary role is to safeguard networks from external
threats while ensuring security policies allow authorized users to access necessary resources without difficulty.
The effectiveness of a firewall depends on factors such as its placement and the type of data it protects,
highlighting the importance of striking a balance between security and ease of access for users [22].

The The
host host
The host P & The host
Y _— s
Confidential Unclassified
environment Firewalls enviroment

Figure 1. Connection schematic of a Firewall, Intranet, and Internet [19]

Firewalls are commonly used to secure networks, but they have limitations as they can only detect threats
coming from outside the network. Over the years, the frequency and complexity of network attacks have
increased significantly, prompting a growing interest in Intrusion Detection Systems (IDSs) as an alternative
approach to network security. IDSs are tools designed to monitor network activity and identify malicious
actions, such as data theft, protocol violations, or unauthorized access. Unlike firewalls, IDSs are effective at
detecting both internal and external threats, including previously unknown attacks. However, many of the
methods used in current IDSs struggle to handle the evolving and complex nature of cyberattacks. As attackers
continue to develop more sophisticated techniques, existing network security measures often prove inadequate,
underscoring the need for innovative methods and improvements in security technologies [23]. An Intrusion
Detection System (IDS) is designed to identify and alert users about any unauthorized access or use of a
computer system, helping to protect sensitive information and maintain system security [24]. IDS plays a vital
role in ensuring security by working in conjunction with firewalls to manage and respond to various types of
security threats effectively [25]. The first step in protecting a network involves implementing prevention
methods, such as verifying user identity, encrypting data, securing the routing of information, and controlling
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access. However, if an intrusion bypasses these measures, the next layer of defense is an Intrusion Detection
System (IDS), which works to stop both internal and external threats from causing harm to network resources
[26]. An Intrusion Prevention System (IPS) builds on a detection system by not just identifying potential
attacks but also taking action to stop them when they are suspected. It works proactively to prevent security
threats by analyzing data patterns, monitoring network traffic, and comparing behavior against stored records
to identify any unusual activity. When an attack is detected, the IPS blocks the harmful data to protect the
system [27]. Intrusion prevention works by actively adjusting network settings or resources to address and
reduce identified threats [28]. The ability of IPS to both identify and block intrusions represents a significant
shift in how intrusions are managed, transitioning from merely detection to active prevention [29]. Intrusion
Detection Systems (IDSs) are essential when it becomes clear that IPS or security measures, such as encryption,
access controls, firewalls, and similar tools, are insufficient to fully address the challenges of computer and
network security [30].

Virtual Private Networks (VPNs) are a standard tool for ensuring security and reliability in online
activities. However, their effectiveness depends heavily on having a stable network connection. When the
connection is unstable or weak, VPNs can disconnect, leading to issues such as lost data and interrupted
sessions, which can result in a frustrating user experience [31]. A virtual private network (VPN), as shown in
Figure 2, is designed to meet the security and privacy needs of an organization, focusing on four key principles:
compatibility, availability, security, and manageability. The concept of a VPN originated from intranet
systems, with the primary goal of preventing unauthorized users from accessing the network [32].

User system
with IPSec

P 1PSec Secure IP
Header | Header| Puyload

Public (Internet)
or Private
Network

Iﬁ'

Networking device
....... = with IPSec

Figure 2. Basic structure that supports a VPN network [32]

DoS attacks aim to disrupt the connection between a target and its users, making the network inaccessible.
They overwhelm server resources such as bandwidth, memory, and CPU power, eventually causing the entire
network to fail. This often forces the targeted system to shut down and restart [33]. A DDoS attack can be
compared to a traffic jam that clogs a highway, preventing regular traffic from reaching its intended destination.
These attacks can take various forms, including bandwidth flooding, which overwhelms the network with
excessive data, and connection flooding, which overloads the system by creating an excessive number of
connections simultaneously [34]. A computer can only be completely secure if it is turned off, locked away,
and buried deep underground—but even then, there’s no guarantee. DDoS attacks, for example, are often
driven by various motives such as revenge, blackmail, political agendas, testing hacking skills, or rivalry among
cloud providers, as shown in Figure 3 [35]. People are not naturally inclined to become attackers; instead, they
are driven by specific motivations. These motivations can be grouped into four main categories. Some attackers
are motivated by financial gain, utilizing advanced skills to exploit systems while remaining undetected.
Others, driven by curiosity and a desire to test their expertise, target systems to identify vulnerabilities and
evaluate security measures. A third group acts out of frustration or revenge, often with limited skills, seeking
to settle personal grievances. Lastly, highly skilled individuals, frequently associated with military or terrorist
organizations, engage in cyber warfare to advance the interests of their country or group [36].
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Figure 3. Motives behind DDoS attacks [35]

The concept of the "Internet of Things" (IoT) was introduced in 1999 by Kevin Ashton, a British
technology innovator. He used the term to explain how objects in the real world could be linked to the Internet
using sensors. Ashton specifically highlighted how connecting RFID tags, commonly used in supply chains,
to the Internet could help monitor and manage goods automatically, without relying on human input [37]. Pretz
describes the Internet of Things (IoT) as a network where devices, or "things," are linked wirelessly using smart
sensors. These devices can communicate and operate independently without requiring direct human input [38].
The Internet of Things (IoT) is expanding the reach of the Internet by connecting everyday objects through
embedded systems, enabling them to interact with people and with one another. This creates a vast and
decentralized network of devices. Over the past few years, IoT has drawn significant interest fromresearchers
and professionals worldwide [39]. Contemporary Internet of Things (IoT) systems require elevated service
standards and robust quality of service, prompting the widespread adoption of machine learning (ML) and
artificial intelligence (AI) techniques throughout the entire data lifecycle—from initial data acquisition by loT
sensors to its final application by end-users. This fusion of innovative technologies within [oT frameworks has
given rise to a new concept known as Intelligent [oT (IIoT), which has significantly advanced the development
of applications in areas such as digital healthcare, automated transport systems, and next-generation industrial
environments [40].

2. METHOD

To access the terminal ecosystem, it is essential first to identify network endpoint devices, commonly
referred to as terminals. These include computer terminals such as desktops, personal computers like laptops,
smartphones, tablets, thin clients, point-of-sale terminals, ATMs, ticketing machines, interactive kiosks, data
center terminals (such as servers and storage), [P phones, and various other bring-your-own-device (BYOD)
gadgets, including smartwatches. Terminals can be categorized based on their capability—intelligent,
thoughtful, or dumb terminals—and their memory capacity, as either light or heavy terminals. The combination
of capability and memory capacity determines the potential security threats posed by a terminal and influences
the type of security protocols or encryption methods it can handle. Assessing current terminal security involves
implementing measures such as endpoint protection using antivirus and anti-malware software, access control
mechanisms to limit resource access by identifying terminals through IP or MAC addresses, multi-factor
authentication (MFA) for added security layers, and the use of virtual private networks (VPNs) for encrypted
connections. Other essential practices include applying regular security patches and updates, deploying
intrusion detection and prevention systems (IDPS), managing mobile devices through Mobile Device
Management (MDM), preventing unauthorized data transfer with data loss prevention (DLP) tools, and using
behavioral analytics to detect unusual activities. Exploring the latest security solutions for modern networks
involves combining strong access controls, secure software development practices, timely security updates,
real-time threat intelligence systems, robust encryption for data protection, and comprehensive security
awareness training for employees. Organizations should collaborate with peers and regulatory bodies, adhere
to compliance requirements, and conduct ongoing security assessments and audits to stay ahead of evolving
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threats. Maintaining security is a continuing process that requires constant vigilance, regular updates, and
proactive measures to ensure the protection of terminals and networks.

The gap analysis identifies several areas that require improvement to enhance terminal security, the focus
of this paper. First, terminals need to be categorized to ensure security techniques and policies are effectively
designed and implemented to fit their specific requirements. Second, supply chain security presents a challenge,
as terminal devices often depend on components or software from third-party vendors, making it essential to
secure the entire supply chain to prevent potential attacks through compromised elements. Lastly, servers and
storage devices, which serve as endpoints within data centers, require special attention to enhance the overall
security of critical data center components. Addressing these gaps will contribute significantly to improving
terminal security.

The methodology focuses on developing a comprehensive security solution for terminals to address
previously identified gaps. This involves ensuring the core principles of cybersecurity: confidentiality,
integrity, and availability. Confidentiality ensures that sensitive information is accessible only to authorized
individuals, safeguarding it from unauthorized third parties. Integrity guarantees that data remains unaltered
both during and after submission, while availability ensures that systems, networks, and applications are always
operational and accessible when needed. Achieving these goals requires categorizing terminals into three
categories: witty, intelligent, and dumb, based on their processing capabilities, storage, and threat levels. Smart
terminals require moderate security measures due to their intermediate capabilities. Intelligent terminals
demand robust encryption and security protocols because of their advanced processing abilities. Dumb
terminals pose minimal threats given their lack of processing power. To secure communication between
terminals and intranet components, an L2TP and IPSec tunneling VPN is implemented. This model leverages
double tunneling for enhanced security. The L2TP tunnel planning is outlined in Table 1, which specifies the
IP addresses, security zones, and configurations required for a seamless VPN setup. Similarly, the IPSec tunnel
planning, detailed in Table 2, highlights the use of pre-shared keys, peer authentication, and secure
configurations across firewalls and servers. The security network diagram illustrating this communication
model is shown in Figure 4.

Table 1. L2TP VPN tunnel planning sheet

ITEM DATA DESCRIPTION
Int GE0/0/2
Fw1 IP address: 20.1.1.1/24
Security zone: Untrust
. IP address:10.1.1.10/24 Gateway The terminal should have an
Terminal )
address: 20.1.1.1 L2TP dial-up client installed
serverl IP address: 10.1.1.10/24 server2 .
Servers simulate the
Servers Ip address: 10.1.1.20/24 Gateway IP Intranet Server
address: 10.1.1.1
Virtual interface: virtual-temptate0 virtual
interface address: 192.168.1.1/24 virtual interface
zone: Untrust
Remote tunnel name: Client Local .. .
. e This is the configuration on
L2TP Planning tunnel name: Client the Beress firewall
Tunnel authentication password: Password123 Remote address: g
192.168.1.10
User name: Userl
Password: Test@123
User name: Userl
. Password: Test@]123 This is the configuration on
L2TP Planning Tunnel name: Client the terminal (on L2TP
(Dialup user) Authentication mode: CHAP Tunnel dialup client)
password: Password123
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Table 2. IPSec VPN tunnel planning sheet

ITEM DATA DESCRIPTION

Int GE0/0/2

IP address: 10.1.1.1/24
Security zone: untrust
Int GE0/0/1

IP address: 40.1.1.1/24
Security zone: untrust

config on the Egress firewall (FW1)

The scenario: Site-to-site peer

FW1 address: 40.1.1.2

IPSec Planning Authentication mode: pre-shared key pre-
shared key: Test123! Local ID: 40.1.1.1

Peer ID: 40.1.1.2

Int GE0/0/1

IP address: 10.1.2.2/24
Security zone: trust

Int GE0/0/2

IP address: 40.1.1.2/24
Security zone: untrust

config on the internal firewall (FW2)

The scenario: Site-to-site peer

FW1 address: 40.1.1.1

IPSec Planning Authentication mode: pre-shared key Pre-
shared key: Test123! Local ID: 40.1.1.2
Peer ID: 40.1.1.1

serverl IP address: 10.1.1.10/24 server2
Ip address: 10.1.1.20/24 Gateway IP Servers simulate the Intranet Server

Servers
address: 10.1.1.1
Server/Computing zone
Server1
}
J |
et 0100
X Terminal \ et /'é’m"
/ Ethernet 002
sw2
Internet
{ Ethernet 0/0/4
earess L ><
SWEthernet 0073 ‘ / GEOoON Ethernet 0010
S b & \
Ethernet 0/0/1 Ggooz GEOO/1 PN GEQORZ
Fw1 Fw2
ernet 002 Server2

Terminal Domain

Figure 4. L2TP and IPSec tunnel VPN

Addressing supply chain security involves assessing vendors, ensuring transparency, and verifying the
integrity of hardware and software components. Additional measures include mandating signed firmware
updates, auditing supply chains, and implementing zero-trust architectures. Secure manufacturing processes
and regular security testing help mitigate risks associated with hardware vulnerabilities. Moreover, employee
training ensures those involved in the supply chain understand and adhere to security protocols, further
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strengthening the system. For servers and storage devices, which are critical endpoints in a data center, disaster
recovery and backup (DR&B) solutions are indispensable. Traditional DR&B setups involve maintaining
primary and backup data centers either on the same premises or in geographically distinct locations. Figure 5
shows the architecture for a same-location setup, while Figure 6 depicts the layout for geographically
separated centers, ensuring resilience against physical disasters.

Primary Monitoring Centre DR Centre

™ s

—=——

SQL Primary Node SQL DR Node Patriot Backup Server
Data Service
Task Service

Patriot Primary Server

4 o

Figure 5. Primary and backup DR for the same location setting

\_’\_/./

Enterprise Vault Enterprise Vault
Service Group Service Group

Online Offline

VCS private network VCS private network

Node2

_Shared storage at %) N Shared storage at
) Secondary site

oF : — S - :
Enterprise Vault =3 U* : Primary site Data Replication ‘,E':Jg:
Data - (%S (15;

VCS Cluster — Primary Site VCS Cluster — Secondary Site

Figure 6. DR&B DC for different location settings

Advanced DR&B solutions introduce an isolation zone between the primary and secondary data centers,
ensuring a seamless transition in the event of a disaster. This preventive layer enhances security by containing
threats before they reach critical backups, as illustrated in Figure 7. Lastly, implementing security policies and
procedures is crucial for protecting network terminals and ensuring organizational compliance. These include
acceptable terminal use guidelines, user access management protocols, physical security measures, and
password policies. Training employees on cybersecurity awareness and promoting vigilance against potential
threats play a critical role. Regular audits, data backup, and a structured approach to incident response ensure
the secure and efficient use of network terminals while mitigating risks. This methodology combines technical
solutions, structured planning, and organizational policies to build a safe and resilient system for managing
terminals and associated components.
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Figure 7. Advance DR&B security work flow diagram
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Figure 8. VPN tunnels established on FW1

3. RESULTS AND DISCUSSION

The results of this study focus on addressing terminal security in contemporary enterprise networks,
highlighting the need for comprehensive solutions tailored to current challenges. Terminals connected to
enterprise networks vary in type, including lightweight and heavyweight categories, and may be classified as
clever, intelligent, or dumb terminals. The security measures currently applied to these terminals include access
control, multi-factor authentication, intrusion detection and prevention systems, and VPNs. These measures
often work independently or in combination to secure terminals against potential threats, as outlined earlier in
the study. Exploration into the latest security solutions reveals the necessity of focusing not only on
technological safeguards but also on effective security policies. Endpoint security plays a pivotal role in
protecting enterprise networks by reducing risks from malicious actors while ensuring the confidentiality,
integrity, and availability of critical data. This study identifies gaps in current terminal security measures and
proposes strategies to address them. The identified gaps include the categorization of terminals, security
vulnerabilities in the supply chain, and specific challenges in protecting server and storage devices within data
centers. To mitigate these issues, innovative solutions, such as isolation zones for data centers and targeted
approaches to terminal categorization, were developed.

While the technical aspects of the proposed system have been thoroughly examined, it is equally essential
to contextualize its effectiveness in relation to real-world security threats. In comparison to common
vulnerabilities faced by enterprise networks—such as sophisticated phishing attacks, insider threats, and zero-
day exploits—the proposed system demonstrates a more adaptive and layered defense structure. This
comparative analysis highlights that although the study addresses known technical gaps, its real strength lies
in proposing scalable measures that mirror the complexity of threats in practical settings. Consequently, the
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findings contribute not only to theoretical advancements but also offer actionable insights for enhancing
terminal security resilience in dynamic, real-world environments.

One of the key solutions presented involves a secure VPN tunnel architecture to enhance terminal
communication with the network. This model utilizes a double-tunnel system that combines Layer 2 Tunneling
Protocol (L2TP) and IP Security (IPsec) tunnels. The L2TP tunnel establishes a connection between the
terminal and the egress firewall, while the [Psec tunnel secures communication between the egress firewall and
the data center firewall. This dual-tunnel approach significantly improves the security of data exchanges
between terminals and internal servers or storage devices. The implementation of this model is demonstrated
through a network topology (Figure 4) and the results of connectivity tests, as shown in Figures 8 - Figure 13.

w

moon

R

>ing 10.1.1.10

Ping 10.1.1.10: 32 data bytes, Press Ctrl C to break
From 10.31.31.3( bytes=32 g= ttl=253 time=156 ms
From 10.1.1.10: bytes=32 2 tt1l=253 time=110 ms
From 10.1.1.10: bytes=32 ! ttl=253 time=47 ms
From 10.1.1.10: bytes=32 ttl=2 time=46€ ms
From 10.1.1.10: bytes=32 ! ttl=2 time=79 ms

10.1.1.10 ping statistics ——
S packet(s) transmitted
5 packet(s) re ived
0.00% packet loss
round—-trip min/avg/max = 46/87/156 ms

Figure 10. Connectivity test result (Terminal7 to Serverl)

pC>ping 10.1.1.20

10.
14
10.
10.
10.
103

32 data bytes, Press Ctrl C to break
bytes=32 seg= time=109 ms
bytes=32 seg=Z time=156 ms
bytes=32 se time=156 ms
bytes=32 ttl=253

bytes=32 = ttl=253

MNNDNNDNNODNDN

-= 10.1.1.20 ping statistics -—--

5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 62/118/156 ms

Figure 11. Connectivity test result (Terminal7 to Server2



423

Muhammad Idris Abubakar et al. /VUBETA Vol 2 No 3 (2025) pp. 412~427

PC>ping 10.1.1.10

Ping 10
Request
Request
Request
Request

vl wd =20

timeout!
timeout!
timeout!
timeout!

32 data bytes,

Request timeout!

=== 10.1.1.10 ping statistics ——-

S5 packet(s)
0 packet(s)
100.00% packet loss

received

transmitted

Press Ctrl C to break

Figure 12. Connectivity test result (X terminal to Serverl)

10.1.1.20

0.1.1.20:
timeout!
timeout!
timeout!
timeout!
timeout!

32 data bytes,

--- 10.1.1.20 ping statistics ---

S packet(s)
0 packet(s)
100.00% packet loss

received

transmitted

Press Ctrl C to break

Figure 13. Connectivity test result (X terminal to Server2)

In addition to VPN solutions, the study introduces an advanced Disaster Recovery and Backup (DR&B)
solution with an isolation zone to protect critical data center components from ransomware and other malicious
attacks. This approach incorporates a monitoring system that detects attack activities in the primary data center,
triggers a one-way data flow to the isolation zone, and ensures continuous production capability. Meanwhile,
the DR site serves as the backup location. The logical workflow of this DR&B solution is depicted in Figure
14. The proposed system is designed to safeguard the network even during active attacks, leveraging
customized network security software tailored to counter ransomware and similar threats.
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The effectiveness of the developed solutions is assessed by comparing them with current enterprise
security measures. In terms of vulnerability, the dual-tunnel VPN model enhances terminal security by securing
communication channels while addressing supply chain vulnerabilities and improving DR&B protection
mechanisms. The proposed solutions are also shown to be effective, provided they are fully implemented and
aligned with existing standards and practices. Furthermore, the feasibility of these measures is underscored by
their foundation in established protocols, offering an improved approach to implementing security technologies
in enterprise settings.

4. CONCLUSION AND LIMITATION

This report presents an enhanced framework for designing an enterprise network terminal security
solution, with a core focus on improving endpoint security within existing enterprise network infrastructures.
The proposed framework leverages a multi-layered security strategy that integrates advanced technological
tools with strategic organizational policies, including employee training, proactive threat intelligence
gathering, and continuous security monitoring. By adopting these recommended measures, enterprises can
establish a secure and compliant environment that ensures the appropriate and safe use of network terminals.
Regular security training sessions, awareness campaigns, and routine policy evaluations are essential in
cultivating a security-conscious workforce and mitigating risks associated with unauthorized data access or
system misuse. Nonetheless, it is acknowledged that security implementations must be context-specific; the
effectiveness of the proposed measures depends on terminal types (e.g., smart, intelligent, or dumb terminals),
the nature of enterprise operations, and industry-specific regulatory requirements. As such, organizations should
assess their unique risk landscape and consult cybersecurity professionals to develop tailored, responsive
security postures. Despite its contributions, this study is subject to certain limitations. Due to resource
constraints, the advanced Disaster Recovery and Business Continuity (DR&B) component of the framework
could not be fully simulated, nor was the framework deployed in a real-world enterprise environment. These
factors limit the ability to draw empirical conclusions about its real-life efficacy. Moreover, practical
implementation of the framework in large-scale or heterogencous enterprise environments may present
challenges such as compatibility with legacy systems, high initial deployment costs, the need for continuous
system updates, and managing user resistance to new security protocols. Scalability concerns also arise when
attempting to extend the framework across global networks with varying regulatory landscapes and varying
levels of infrastructure maturity. Ensuring consistent policy enforcement and real-time threat detection across
all terminal types becomes increasingly complex as network size and diversity grow. Nonetheless, the
framework offers valuable insights by categorizing network terminals based on their capabilities and memory
capacity, thereby aiding in informed decision-making, such as selecting suitable encryption standards. It also
highlights potential supply chain vulnerabilitiesand presents mitigation strategies. Furthermore, the tailored
protection mechanisms proposed for securing data center storage and servers—particularly against ransomware
and similar threats—are crucial in today’s evolving threat landscape. These contributions are expected to guide
researchers, cybersecurity analysts, network engineers, and IT security specialists in the development and
management of robust, scalable security solutions across enterprise networks. Future work should prioritize the
real-world deployment of the proposed DR&B solution and conduct extensive testing across varied enterprise
scenarios to validate the framework's effectiveness, adaptability, and scalability under operational conditions.
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