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1. INTRODUCTION

Access authentication is essential for computer security and is a critical procedure for granting users
access to resources [1]. As computer security plays an increasingly vital role in daily life, existing
authentication methods face certain limitations [2][3]. One drawback of the MMCA approach is that multiple
usernames may share the same password, leading to potential security risks. A proposed solution involves
combining a password with a unique key to identify the username; however, this method remains ineffective
[4]-[6]. To address this limitation, this research introduces a novel technique—password authentication using
the Modified Multi-Connect Architecture (MMCA)—which enhances security and efficiency.

Password authentication is one of the most widely used methods for verifying a user's identity in digital
systems [7][8]. It involves a user providing a secret string of characters, known as a password, to gain access
to a system, application, or network [9][10]. This method serves as the first line of defense against unauthorized
access, ensuring that only legitimate users can interact with a service.

Despite its simplicity and widespread use, password authentication comes with several challenges,
including vulnerabilities to brute-force attacks, phishing, credential stuffing, and password leaks. Security best
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practices recommend strong password policies, hashing techniques, multi-factor authentication (MFA), and
password managers to mitigate these risks[1].

Modern systems often integrate hashed and salted password storage, ensuring they remain challenging to
crack even if stored passwords are leaked. Technologies like berypt, Argon2, and PBKDF2 help enhance
security by making password hashing computationally expensive for attackers. Additionally, organizations are
increasingly adopting passwordless authentication methods—such as biometrics and hardware security keys—
to address password-related security flaws.

As cyber threats evolve, password authentication remains a critical yet imperfect security measure,
necessitating continuous improvements and complementary security mechanisms to safeguard user credentials
effectively[11][12].

How Password Authentication Works When a user creates an account, they typically go through the
following process:
1. Account Creation: The user selects a password stored in a hashed and sometimes salted format.
2. Login Attempt: The user enters their password, which is processed and compared to the stored
credentials.
3. Verification: If the password matches, access is granted; if not, the attempt is rejected.
Security Risks in Password Authentication Despite its widespread use, password authentication has several
vulnerabilities:
e Brute-force attacks: Automated tools try multiple password combinations until the correct one is
found [13][14].
e Credential stuffing: Attackers use previously leaked username-password pairs to gain access to
multiple accounts [15]-[17].
e  Phishing: Malicious actors trick users into revealing their passwords [18].
o Keylogging: Malware records keystrokes to steal passwords [19][20].
o Password leaks: If a stored password database is exposed, users' credentials become vulnerable
[21][22].
Best Practices for Secure Password Authentication. To improve password security, organizations and users
should follow these best practices:
(a) Use Strong Passwords
e Atleast 12-16 characters long
e Includes a mix of uppercase and lowercase letters, numbers, and special characters
e Avoids common words and predictable patterns
(b) Hash and Salt Passwords
Instead of storing plaintext passwords, websites and applications use hashing algorithms to protect user
credentials. Hashing converts passwords into irreversible strings. Common hashing techniques include:
e BCrypt (recommended for its built-in salting and computational cost control) [23][24]
e Argon2 (a modern algorithm resistant to brute-force attacks) [25]
e PBKDF?2 (used in many security applications) [23]
Salting is the process of adding a random value (salt) to passwords before hashing to prevent rainbow table
attacks.
(c) Implement Multi-Factor Authentication (MFA) [26]-[28]
MFA enhances security by requiring additional verification beyond the password, such as:
e One-time passwords (OTP) sent via SMS, email, or authenticator apps
e Biometric authentication (fingerprint, facial recognition)
e  Hardware security keys (e.g., YubiKey, FIDO2)
(d) Use Password Managers
Password managers generate and store complex passwords, reducing the need for users to remember
multiple credentials. Popular options include Bitwarden, LastPass, and 1Password [29][31].
(e) Monitor for Credential Leaks
Services like Have I Been Pwned allow users to check if their passwords have been exposed in data
breaches. Organizations can use password blacklists to prevent the use of compromised passwords.
(f) Modern Alternatives to Password Authentication
Due to the weaknesses of passwords, alternative authentication methods are gaining popularity:
e Passwordless Authentication: Users authenticate using biometrics, security keys, or device-based
authentication (e.g., Windows Hello, Apple Face ID) [32][33].
e Single Sign-On (SSO): Users log in once to access multiple applications securely [34][35].
e Behavioral Authentication: Systems verify identity by analyzing typing patterns, mouse movements,
or other behavioral factors [36]-[38].
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While password authentication remains the most common method for securing online accounts, its
security limitations require continuous improvements. Organizations and users can significantly enhance
account security by following best practices, such as using strong passwords, implementing MFA, and adopting
modern authentication methods.

RELATED WORK

ASN Chakravarthy et al (2011). This paper described Password authentication using the Hopfield Neural
Network, which explains the Hopfield Neural Network Scheme for graphical and textual passwords, converting
the input Password into probabilistic values. Compared to existing layered neural network techniques, the
proposed method provides better accuracy and quicker response time to registration [39].

ASN Chakravarthy and P S Avadhani (2011) described a method using the Bidirectional Associative
Memory (BAM) algorithm for graphical password and alphanumeric (Text) password in this paper. Then, the
amount of security provided for the user can be enhanced. This paper, along with test results, illustrates that
user password input is converted into probabilistic values and given to BAM, which improves the system's
security [40].

Rusul Hussein Hasan et al (2016). This paper describes a password authentication method by using the
Modified Bidirectional Associative Memory (MBAM) algorithm for both graphical and textual passwords for
faster speed and accuracy. The accuracy result for 100 tests is 100% for graphical and textual passwords [41].

2. METHOD
2.1. Modify Multi-Connect Architecture Associative Memory

Associative memory involves storing data as a memory or weight matrix, which generates outputs based
on given inputs. This type of memory can be categorized as either auto-associative or hetero-associative. The
Hopfield neural network is a widely used model for auto-association and optimization tasks. Still, it has several
limitations, such as a restricted number of patterns it can store, susceptibility to local minima, low tolerance to
noise, the retrieval of inverted patterns, and issues with shifting and scaling.

The Modified Multi-Connect Architecture (MMCA) was introduced to address these challenges. MMCA
enhances the Multi-Connect Architecture (MCA) by reducing the size of the network and weights, improving
noise robustness, and speeding up both the learning and convergence processes. It modifies both the network
structure and the algorithms for learning and convergence.

These improvements are achieved by introducing new algorithms for both learning and convergence.
During the learning phase, the pattern (a sequence of 1's and -1's) is divided into pairs of elements, which are
treated as vectors. Each vector either generates a learning weight matrix during the learning phase or helps
identify the convergence pattern during the convergence phase (see Figure 1).

Figure 1. The data (pattern) is divided into several vectors of size two, which are needed to create its
learning weight matrix.

As a result of this process, MMCA can handle patterns of any size, providing unlimited associative
memory capacity and enabling it to recall even correlated patterns. Furthermore, since the vector size is two,
there are no more than four possible vectors (see Table 1), meaning that only two weight matrices (W) will be
created during the learning process. This is because each pair of orthogonal vectors shares the same weight.
These matrices are symmetric, have no zero diagonal elements, and are of size 2x2.
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Table 1. Illustrated: The Four Possibilities Of The Bipolar Vector With Length Two.

A1
1)1
1]-1
11

The architecture of MMCA is illustrated in Figure 2. It shows each path represents one learning weight
matrix (1< m <2); thus, all the vectors in the pattern will be replaced with a number, which means the number
of the path in the net. By this number, we can call the path again.

Figure 2. The Architecture of MMCA Associative Memory.

2.2. Proposed Method Using Modified Multi-Connect Architecture

The password authentication flow using the Modify Multi-Connect Architecture (MMCA) is illustrated
in Figure 3. The input to this module can either be a graphical or textual password. The initial step in the
process is to combine the user’s username and password, as shown in Figure 4. However, this approach is
limited, as merging the username and password can lead to identical outputs in certain cases, as depicted in
Figure 5.

An additional character, acting as a delimiter between the username and password, is introduced to
address this issue, as shown in Figure 6. Following this, the username and password are converted into binary
values using bipolar representation. These binary values are then used as training samples, following the
procedure outlined in Figure 7.

Once the training phase is completed, the network is stored on each server. When a user wishes to access
an application hosted on a server, they connect to the server and input their username and password into the
application. The server loads the MMCA, processes the username as input, and generates an output. If the
output matches the password provided by the user, the server grants access to the application.

—| Password || User Name |

MIMCA [ Gomerge Phase

OQutp ur

Egual? Password

¥Yes
-

| Valid User |

Figure 3. Password Authentication Flowchart Using MMCA.
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Figure 4. Merge Input User Name And Password.
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Figure 5. Problem with merging.
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Figure 6. Adding Delimiter for Merging Process
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Figure 7. Steps in the Authentication Process.

Once the training is completed, the network is quickly stored on each server. When a user wants to access
an application on the server, they connect to the server and input their username and password into the
application. The server loads the MMCA, processes the username as input, and generates an output. If the
output matches the password provided by the user, the server grants access to the application.

3. RESULT AND DISCUSSION

The system demonstrates 100% accuracy in authenticating 100 users using textual passwords. For
graphical password authentication, the accuracy remains 100% when the image is noise-free. However, if the
image contains noise (below a 15% noise threshold caused by format changes or transformations), the server
will send an authentication code to the user's email. The authentication times are 0.5 seconds for textual
passwords and 1 second for graphical passwords.

In addition, it is essential to compare the proposed method with other similar approaches. This comparison
evaluates training time and the neural network's capacity, measured by the number of stored patterns, using
identical training sets across methods. Authentication times are also compared with the MBAM technique.

Figure 7 shows the training times for different networks (see Table 2). Figure 8 presents the percentage
of patterns stored by various training sets. This capacity differs from the number of patterns used in training,
as neural networks often cannot store all the patterns from the training set (see Table 3).

As shown in Figure 8, the MMCA outperforms other networks by requiring less training time. Figure 9
highlights the network's capacity, showing that MMCA and MBAM can store all the patterns. Regarding
authentication times, MMCA significantly outperforms MBAM, taking just 0.5 seconds for textual passwords
and 1 second for graphical passwords, whereas MBAM requires 2.3 seconds for textual passwords and 15
seconds for graphical passwords.

Training Time
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Figure 8. Training Time.
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Figure 9. Capacity Result.
Table 2. Training Time
Training Time
Training set 100 200 500
HPNN 360 450 500
BAM 30 49 80
MMCA 2 4 10
MBAM 3 6 15
Table 3. Accuracy Result
Accuracy
Memory Capacity in term (No. of pattern)
100 200 500
HPNN 50 40 50
BAM 70 60 50
MMCA Return all stored pattern
MBAM Return all stored pattern

4. CONCLUSION AND LIMITATION

This research proposes a password authentication system using the Modified Multi-Connect Architecture
(MMCA), achieving 100% accuracy for graphical and textual passwords. The system is designed to enhance
the speed and accuracy of password authentication.

The process takes 0.5 seconds for textual password authentication, while for graphical passwords, it takes
1 second. The system performs effectively even when graphical images contain noise (less than 15%), sending
an authentication code to the user’s email in such cases. The network’s performance was evaluated by
comparing it with other similar methods, including MBAM. MMCA was found to require less training time,
store all patterns effectively, and offer faster authentication, with times of 0.5 seconds for textual and 1 second
for graphical passwords, compared to 2.3 seconds and 15 seconds for MBAM, respectively.

The system’s ability to recall correlated patterns and handle large pattern sizes is an added advantage.
Overall, the proposed MMCA method improves the efficiency and robustness of password authentication

systems regarding speed, accuracy, and capacity.
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