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Threat intelligence is the knowledge mined from evidence of current or potential cyber threats that can
help take defensive measures. It is based on context, mechanisms, indicators of compromise, the possible
impact, and an effective recommendation on counteracting. It means threat intelligence makes your
organization understand more about "who, what, why, and how" somebody is attacking, or it may attack
your digital assets so that you could defend yourself proactively against them [1]. The concept of threat
intelligence has evolved significantly with time. Today, threat intelligence, threat actor profiling, malware
analysis, and continuous monitoring of the cyber threat landscape also come under it. This means an
increase in the complexity of the cyber threat and the vital role threat intelligence plays in any modern
cybersecurity strategy.

With the growth of internet-connected devices and the increasing sophistication of cyber attackers,
safeguarding digital assets for today's organizations from a myriad of sophisticated cyber threats that evolve
in a rapidly changing cybersecurity landscape is an unprecedented challenge. Traditional security measures
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are not enough to effectively protect against such modern cyber threats. According to Galinec et al [2],
modern cyber threats are grave challenges to individuals, organizations, and nations all over the globe; their
ever-changing nature creates excellent challenges. With growing frequency, sophistication, and increasingly
dire impact, cyber-attacks put practical threat intelligence and sharing strategies at a growing premium [3].
Threat intelligence has become a valuable element of present-day cybersecurity strategies that offer
knowledge to organizations about emerging threats and enable them to enhance their systems of defense
against threats evolving in the cyber world. Therefore, proper knowledge is crucial about adversaries'
tactics, techniques, and procedures so that defenders can quickly identify, mitigate, and respond to any
potential attack by taking proactive measures.

Trust is the most important aspect of an organization that wants to share threat intelligence. Within
cybersecurity, trust is more than information accuracy and reliability; it also implies the honest and benign
intentions of the exchanging parties [4]. Finding common ground among multiple security stakeholders,
government offices, private companies, and cybersecurity researchers is an essential step towards
standardizing the exchange of information between organizations. Nevertheless, trust is not easily earned,
especially in today’s world, which is surrounded by uncertainty, competition, and adversarial relationships.
That is why effective and secure share-based relations are based on technical, organizational, legal, and
social factors. Consequently, comprehending the dynamics of trust in threat intelligence sharing is crucial in
increasing the resilience of cybersecurity systems in absolute and collective terms. In essence, when trust
relationships as well as sharing of such threat intelligence is done securely and in confidence, organizations
can improve their collective defense postures against cyber threats [5].

The justification of this survey lies in its potential to give more understanding of threat intelligence
categorization and trust-based sharing strategies in the context of cyberattacks. As cyber threats evolve in
complexity and scale, there is a pressing need for effective mechanisms to promptly identify, assess, and
respond to these threats. The essential aspect of examining how organizations categorize and prioritize
different types of threat intelligence aims to provide insights into best practices for optimizing resource
allocation and decision-making processes in cybersecurity operations. Furthermore, by investigating the role
of trust in facilitating information sharing among stakeholders, this survey seeks to identify strategies for
overcoming barriers to collaboration and fostering a culture of collective defense. The findings of this
research have practical implications for cybersecurity practitioners, policymakers, and researchers alike,
offering actionable recommendations for enhancing threat intelligence capabilities and strengthening cyber
resilience across diverse sectors and domains. Ultimately, this study contributes to the broader goal of
safeguarding digital assets, preserving trust in online interactions, and promoting a more secure and resilient
cyber ecosystem.

1.1. Problem Statement

Despite the growing recognition of the importance of threat intelligence and information sharing in
cybersecurity, there remains a lack of comprehensive understanding regarding the categorization of threat
intelligence and the effectiveness of trust-based sharing strategies in mitigating cyberattacks. Organizations
face significant challenges in identifying relevant threat intelligence sources amidst the vast evolving cyber
threat [6]. Moreover, the reluctance to share sensitive information due to concerns about trust, privacy, and
competitive advantage hampers collective efforts to combat cyber threats effectively [7]. As a result, there is
a critical need to examine how organizations categorize and prioritize different types of threat intelligence
and to explore the factors that influence trust-based sharing initiatives in cybersecurity. It is essential to
address this gap to develop evidence-based strategies and policies to enhance cyber resilience and promote
collaboration among stakeholders in the fight against cybercrime. Thus, this survey investigates the
categorization of threat intelligence and trust-based sharing strategies and their implications for
cybersecurity resilience.

1.2. The Articles' Aim and Objectives

This research will survey the categorization of threat intelligence (T1) and trust-based sharing
strategies against cyberattacks. This survey seeks to explore the various dimensions of Tl, including types,
sources, and characteristics. The objectives are as follows:

» To classify and categorize different types of threat intelligence (TI).

» Examine the methodologies and practices associated with Threat intelligence (T1), including data
collection, analysis, and dissemination.

» Evaluate the effectiveness of Tl in enabling proactive threat detection, incident response, and risk
mitigation strategies.
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» ldentify challenges and barriers hindering the adoption of trust-based sharing strategies in
organizational contexts.

» Propose recommendations and strategies for enhancing the utilization and effectiveness of Tl in
bolstering cybersecurity defences.

2. Literature Review

Threat intelligence is key in strengthening organizational capabilities for proactive detection and
response to cyber threats. It therefore allows them to understand what emerging threats look like and the
direction attacks appear to take. With threat intelligence, an organization can tell which systems it runs open
windows through which attackers can get into its system network, even before it happens [8]. Threat
intelligence has considerably shifted in response to the ever-changing nature of cyber threats and the
increasing intricacy of the cybersecurity landscape. In earlier times, internal sources such as security logs
and incident reports were the primary threat intelligence sources. Nevertheless, with networks becoming
more interconnected and digital ecosystems taking shape, organizations have increasingly looked outwards
for threat intelligence.

These external sources of information include commercial providers of threat intelligence, open-source
intelligence (OSINT) feeds, and information-sharing communities [9]. Additionally, technological
advancements like artificial intelligence (Al) and machine learning (ML) have brought an evolution in how
people understand threat intelligence by automating the collection, analytics, and sharing of it among
different organizations [10]. As a result, these technologies enable organizations to process vast amounts of
data within seconds or minutes to track down patterns that may signal danger or departures from normality,
which can be converted into helpful real-time advice [11]. This allows organizations to enhance their cyber
defense capabilities while avoiding being caught flat-footed by cyber adversaries.

Figure 1 illustrates the possible magnitude of the global threat intelligence market, estimated to be
USD 3.02 billion in 2016. The rising importance of intelligence among organizations to effectively predict
threats based on available information might propel demand trends over the analysis period. Threat
intelligence is integral to contemporary cybersecurity practices, empowering organizations with visibility
and depth to efficiently identify, react to, and prevent cyber threats. This will be beneficial for organizations
to define and understand what threat intelligence is and why it is so vital in today's cybersecurity landscape.
It will be used to develop and implement strong threat intelligence programs for their digital assets and
protection against cyber threats [12].

l U.S. threat intelligence market by solution, 2014 - 2025 (USD Billion)

1.22 1.44 . ’ ]
= E | ylt\.!l!l”
E R R R R S S EEEmEEBR
2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

# Unified threat management u SIEM IAM | Incident Forensics
® Log Management  ® Third Party risk management

Figure 1. US Threat Intelligence Market by Solution (Report, 2023/24)

Figure 2 shows the simplified Threat Intelligence graph. In this model, the trigger point is employees
using tools to detect and report cyber incidents. There is a focus on phishing attacks, but other security
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incidents can also be represented. The potential phishing emails from the incidents raised can be identified.
Parts of an incident are looked into to determine whether it is a potential attack or a phishing incident. The
most important feature of the graph predicts this using the domains from which these emails are sent.
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Figure 2. Threat Intelligence Graph by Standard Chartered [13]

2.1. Types and Categories of Threat Intelligence

Cybersecurity has threat intelligence as its foundation in combating adversaries and cyberattacks.
Thus, organizations must get abreast of the various types and land categories of threat intelligence to ensure
proper identification, assessment, and response to threats. One of the categories of technical threat
intelligence is the Indicators of Compromise. Indicators of Compromise, or 10Cs, are anything seen on a
network or system that could indicate malicious activity or artifacts observed on a host or network. I0Cs
could be an IP, a domain name, a file hash, a registry key, and so forth [14].

Organizations can reduce their exposure to potential cyber threats and enhance their overall security
posture. The issue is that staying informed regarding emerging vulnerabilities and respective risks will
likely minimize organizations' exposure to potential cyber threats and improve their general security
posture. TTPs are the last category considered here within this section of the literature review. TTPs refer to
the methods used by threat actors to conduct cyberattacks. They include but are not limited to
reconnaissance, initial access, lateral movement, and data exfiltration. Therefore, an organization must
appreciate the TTPs employed by a given adversary for any detection and disruption of operations. This is
to assist in developing the detection rules and signatures meant to aid in spotting any malicious activity
within their networks. TTP also gives insight into the capabilities and intentions of the threat actors.
Therefore, organizations can develop a better defense against future attacks [15]. Figure 3 shows categories
of technical threats, as discussed in this section.
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Types and Categories of Technical Threat Intelligence

Threat actor
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Figure 3. Categories of Technical Threats [16]

2.2. Sources of Threat Intelligence

In the modern dynamic cybersecurity setting, availability and reliability provide their full utility in
identifying, developing mitigation steps, and responding to cyber threats. Figure 4 shows the graph of the
open-source intelligence market. Open-source intelligence is the product of collecting and processing
publicly available information to create intelligence that can be used to inform decisions. Open-source
intelligence is applied to provide understanding concerning the operating environment of a company or
organization, comprising its competitors, customers, suppliers, and risks of an actual or potential threat. It is
a technique for gathering intelligence that uses data sources that are easily accessible and widely available,
such as the Internet, print media, broadcast media, television, and radio.
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Figure 4. Open Source market [17]

Open-source intelligence, or OSINT, is data gathered from freely available sources. These sources
might include websites, social media sites, discussion forums, and online blogs [18]. Some of the significant
techniques that analysts use in collecting, processing, and analyzing vast amounts of information from a
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wide range of online sources include web scraping, data mining, and social network analysis. However, it
should be realized how OSINT may be filled with conflicting pieces of information; significant variations in
reliability and accuracy should be expected; and, for OSINT to have actual worth in threat intelligence
operations, a lot shall be required to validate and verify the information [19].

On the other hand, closed-source intelligence is the type of proprietary data that is created based on
information obtained from internal databases, proprietary software, and closed communities [20].
Contrasted and quite different from OSINT, CSINTs offered exclusive access to sometimes restricted
information made available by target organizations or expert intelligence providers. Some of the sources to
be used in CSINT include security vendors, threat intelligence platforms, and industry-specific information-
sharing groups, which are tailored to provide insights on specific threats and vulnerabilities that would
interest an identified sector or even organization [21]. Information-sharing communities and platforms
foster collaboration among different stakeholders to exchange threat information among government
agencies, private enterprises, cybersecurity vendors, and academic institutions to help protect one another

2.3. Methodologies and Practices in Threat Intelligence

Threat intelligence is built on analytic techniques honed by government and military agencies over
several decades. Figure 5 on the next page shows the traditional intelligence, which focuses on six distinct
phases of the “intelligence cycle”: direction, collection, processing, analysis, dissemination, and feedback.
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Figure 5. Threat intelligence and the six phases of the intelligence lifecycle [22]

Incident
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Threat intelligence is the process by which information about threats is gathered, analyzed, and
disseminated. This practice enables organizations to be better positioned to predict, detect, and respond to
new threats and even defend themselves proactively [23]. The acquisition process of information relevant to
particular sources forms the basis of threat intelligence through data collection. Among the commonly
applied methods of data collection is passive DNS monitoring. This involves the analysis of Domain Name
System or DNS traffic to spot suspicious or malicious domains and infrastructure [24]. Through passive
monitoring of DNS queries and responses, organizations detect Indicators of Compromise associated with
malware infection, Command and Control communications, and other malicious activities. Figure 5 shows
the cyber threat intelligence that includes obtaining, treating, and visualizing Indicators of Compromise and
any other relevant data to identify and mitigate cyber threats.

On the other hand, behavioral analysis monitors suspicious or anomalous behavior that reflects the
possibility of a threat. Behavior analysis techniques monitor the actions and exchange of users, applications,
and entities in the network to find deviations in typical behavior patterns [25]. This technique works well for
previously unknown or zero-day threat identification that cannot be located using signature-based detection
mechanisms. Effective dissemination and sharing are vital to collective defense enhancement against cyber
threats and building outreach resilience. Intelligence dissemination delivers actionable intelligence to
pertinent consumers of a specific organization or within a particular community. Sharing protocols guide
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the exchange of intelligence between different entities, which include organizational entities like private
firms, government agencies, and information-sharing communities. Some commonly used sharing protocols
include STIX or TAXII, which provide standard formats and protocols for encoding, transmitting, and
sharing threat intelligence, allowing interoperability amongst security tools or even different platforms [26].

2.4. Effectiveness of Threat Intelligence

Hackers can exploit security weaknesses to compromise vulnerable devices and conduct cyberattacks.
After all, it is precisely threat modeling that can help get out of the situation when reliable data on cyber
risks is lacking. Figure 6 shows the security maturity level of some developed countries. That gives the
cybersecurity maturity level of some developed countries with their respective overall cybersecurity risk
and the maturity level in the cybersecurity context of the readiness of an organization or a country to
counter cyberattacks. It is instead an updated report. The higher the maturity, the better the defense against
cyberattacks, such as having a sound plan, better training of employees, and the most recent software
updates. The y-axis shows the percentage of countries that have high and upper maturity levels, and the x-
axis shows total cybersecurity risk [27]. It thus shows a trend line that indicates that the higher the level of
maturity, the lower the overall risk of cybersecurity.
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Figure 6. Cybersecurity Risk by Countries [28]

Proactive threat detection identifies and mitigates the potential threat before it becomes a full-scale
attack. Continuous monitoring of varied sources for I0OCs, malware signatures, and anomalous network
behavior allows organizations to anticipate cyber threats through Tl to prevent them [29]. In addition,
advanced threat detection technologies such as machine learning and behavioral analytics detect
sophisticated threats that evade traditional security measures. Tl also facilitates the identification of new
threats that are emerging along with trends of attacks, so that organizations can update their defenses
accordingly. For example, in a study undertaken by Nassar et al [30], it was reflected that the functionality
of TI could be very useful in the real-time environment of network traffic analysis and malicious domain
registrations for detecting and mitigating botnet-based attacks.

Case studies of organizations that have benefited from using TI to enhance their cybersecurity posture
and reduce the impact of cyber threats are well-documented. For instance, one of the most significant
ransomware attacks ever seen, the 2017 outbreak that spread to hundreds of thousands of computers
worldwide, has brought home the need for early threat detection and response using Tl [31]. Those
organizations with timely access to streams of threat intelligence feeds were thus able to patch and apply
mitigations to forestall WannaCry infections and, hence, arrest the spread of the ransomware malware.
Whereas Michelson acknowledges that this was so, he also brings to light the salient role of threat
intelligence in incident response and recovery efforts from the 2017 NotPetya ransomware attacks [32].
Those already with good TI capabilities promptly isolated the infected systems, restored their data from
backup, and resumed regular business in minimal time.

2.5. Trust-Based Sharing Strategies
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Trust is the basis for any successful cybersecurity information sharing. If organizations feel that the
recipients of that sensitive threat intelligence will protect the information and give something back in return,
they are much more willing to share information [33] (Figure 7).

According to Raheema [33], trust forms the basis for developing collaboration and cooperation
between different actors in the cybersecurity space. In sharing threat intelligence, the foundation of this trust
would be the assurance that they would not be taken advantage of by sharing such sensitive information.
Despite its importance, trust-based sharing has faced several challenges and barriers that hamper effective
collaboration among various stakeholders. A significant challenge is the absence of transparency and
accountability in the information-sharing approach [35]. Most organizations will be very reluctant to share
threat intelligence if they are unsure how it will be used or if there is a perceived lack of reciprocity on the
part of their potential customers. Secondly, issues related to legal and regulatory compliance, data privacy
as well as protection of intellectual property rights, can further deter sharing initiatives premised on trust
folklore [36]. Finally, minor cultural differences, rival interests, and asymmetries of organizational power
play can work against stakeholder trust or even cooperation.
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Figure 7. Comparison between the perimeter security model and the zero-trust model [34]

Several mechanisms and strategies can be used to overcome sharing based on trust challenges. First,
trust must be built and sustained between the stakeholders. According to Barrane et al [37], transparency in
communication and articulation of the policy and procedure for information sharing does build trust.
Personal relationships and mutual understanding play a significant role in creating shared purpose and
commitment toward collective defense. Moreover, formal agreements of the ISAs or MOU type can provide
some legal framework for trust-based sharing, thereby defining the rights and duties of participating entities.
Industry consortia and government agencies are, for instance, trusted intermediaries that offer neutral means
for information exchange and dispute resolution and, hence, are another means for effecting trust-based
sharing [38].

Many case studies apply to successful trust-based sharing initiatives that reveal the real essence of
collaboration and cooperation regarding cyber threats. Case in point, the Cyber Threat Alliance was formed
in 2014 as a consortium of cybersecurity vendors working together by way of sharing threat intelligence and
coordinating responses to cyberattacks [39]. Pooling resources and expertise, CTA members analyze and
attribute cyber threats, develop countermeasures, and disseminate actionable intelligence to customers and
partners. The FS-ISAC and H-ISAC are among several ISACs providing sector-based trust-based sharing
for likewise [40]. These ISACs have developed this trusted environment for sharing threat intelligence, a
coordinated incident response effort, best practices, and guidance unique to that industry. This shows the
world how trust, collaboration, and information sharing lead to cyber resiliency and minimize the
significance of cyber threats.

2.6. Legal and Ethical Considerations in Threat Intelligence Sharing
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In many cases, sharing threat intelligence involves exchanging sensitive information, including
personally identifiable information and other confidential data. Therefore, the privacy and data protection
regulations rank among the most critical considerations that govern the collection, use, and sharing of such
information. The Nigerian Data Protection Commission shall apply high standards while processing and
transferring personal data. This commission charges the necessary obligations on organizations to lawfully
and transparently process personal data [41]. Similarly, different United States legislations, such as the
Health Insurance Portability and Accountability Act, California Consumer Privacy Act, etc., have
limitations on releasing personal data and demand proper measures from the organization for safeguarding
the entitled privacy of individuals. As stated by Mulgund et al [42], the requirements of these regulations
need to be complied with; otherwise, legal liabilities will create problems and shake stakeholder trust
regarding threat intelligence-sharing projects [43].

Sharing threat intelligence is pretty much a complex business from the point of view of intellectual
property rights and ownership of the information to be shared. Often, organizations invest too much in terms
of the collection, analysis, and curation of data towards threat intelligence; hence, reasonably and naturally,
concern will be expressed about protecting proprietary information and trade secrets [44]. Because of this,
sharing agreements define terms and conditions under which intelligence will be shared among participating
entities. These contracts and agreements often explain the rights and duties of parties involved and may
contain clauses regarding data ownership, usage limitations, and liability. Organizations can also use such
technologies as anonymization and encryption of data to be shared in collaboration to ensure that
information sharing is guaranteed. Nonetheless, threat intelligence sharing ecosystems constantly face the
challenge of balancing safeguarding intellectual property rights and encouraging collaborative sharing
practices.

As sensitive information is shared, particularly where cybersecurity matters might have consequences
that spread far and wide upon disclosure of vulnerabilities and threats, it does not shy away from ethical
considerations. Ethical guidelines like the Menlo Report and ACM Code of Ethics emphasize honesty and
integrity with respect for privacy in cybersecurity research and practice. Ethical dilemmas related to
responsible disclosure of vulnerabilities include balancing transparency and risk that might compromise the
integrity of the system and its users’ privacy. According to Wang et al [45], Security researchers and ethical
hackers are exposed to many moral dilemmas when responsibly disclosing a particular vulnerability. The
proportionality principle is the second, whereby such sensitive information is held to be shared only after
weighing its adverse effects. That is earnest consideration of the injury, which is likely caused by an action
to the affected person or organization [46].

2.7. Integration with Cybersecurity Frameworks

Cybersecurity frameworks are, therefore, organized processes in which organizations can manage and
mitigate cybersecurity risks. There have been two significant frameworks widely adopted across the
industry: The National Institute of Standards and Technology (NIST) Cybersecurity Framework and the
MITRE ATT&CK Framework [47]. Numerous private and public sector entities have implemented the
NIST CSF; it has thus become part of a common vocabulary to which many cybersecurity practitioners,
policymakers, and other stakeholders refer [48]. The CSF is "a guidance document, not a set of regulations™
that allows organizations to manage their cybersecurity risk appropriately to their specific needs and
circumstances. The critical framework of NIST is depicted in Figure 8 below.
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Figure 8. Key steps in the cybersecurity risk management process [49]

Figure 8 shows significant steps in a Cybersecurity Risk Management Process. The framework aims to
lead organizations to confront cybersecurity risks comprehensively and systematically. With threat
intelligence incorporated into the frameworks, an organization will be more capable of detecting,
responding to, and recovering from cyber threats. Additionally, NIST CSF is a broad and widely used
framework. Different guidelines in this framework help organizations effectively manage and improve their
cybersecurity posture [50]. It provides an elaborate matrix of adversary tactics, techniques, and procedures
from actual sightings. Organizations now have an eye for adversarial behavior and tactics; hence,
anticipatory and countermeasures have become easy. They could get results from threat intelligence
analysis, where specific TTPs would be given that are being used by the threat actor for targeting an
organization. Security teams can now develop their defense according to those specifications [51].

3. Classification of Threat Intelligence (T1)

This section presents the results and validation of the experiments along with a detailed discussion.
Tables and figures are explained in paragraphs. The author needs to add a more detailed analysis. Authors
need to adjust the use of equations based on the journal The classification of Threat intelligence holds
diverse types and categories that fulfill different purposes in enhancing organizational cybersecurity
resilience [24]. Extensive literature surveys and case studies led to the following classifications:

» Indicator-based Intelligence: This refers to indicators of compromise or 10Cs. These encompass
but are not limited to IP addresses, domain names, file hashes, and signatures [20]. It is the most
actionable form of intelligence in detecting and mitigating cyber threats.

« Tactical Intelligence: Tactical intelligence helps to establish an adversary's tactics, techniques, and
procedures that will, in turn, lead an organization to identify the behavior of the threat actor, thus
being able to predict the likely attack vectors.

» Strategic Intelligence: Focused on the more significant threat trends, emerging threats, and
geopolitical factors that influence the organizational security posture in the long term. It includes
threat assessment, trend analysis, and geopolitical intelligence.

3.1. Methodologies and Practices Associated with T

The practices and methodologies of Threat intelligence or Tl ranged from collection and dissemination

to application. Some of the prime findings associated with it are stated below.

» Data Collection: Sources used for collecting threat intelligence by organizations include OSINT,
commercial threat feeds, incident reports, and internal telemetry data [26]. Automated collection
mechanisms and threat intelligence platforms take their turn in gathering varied sources and
normalizing this data.

» Techniques of Analysis: The analysis techniques are applied to threat intelligence by machine
learning algorithms, data analytics, and human judgment for finding patterns, linkages, and
anomalies that would suggest an impending cyber-attack. Behavioral analytics and anomaly
detection techniques are rising for advanced and proactive threat detection.
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» Dissemination and Utilization: Sharing meaningful and actionable threat intelligence with the
appropriate stakeholders has to happen promptly. Commonly seen standards for distributing threat
intelligence data are TAXII or STIX. Additionally, organizations use threat intelligence platforms
or SIEMs to operationalize threat intelligence, automating response workflows.

3.2. Effectiveness of TI in Enhancing Cybersecurity Resilience

The results showed that Tl is quite effective in strengthening an organization's cybersecurity resiliency
in various ways, such as proactive threat detection, incident response, and risk mitigation strategies. The
following are some key findings:

» Proactive Threat Detection: T1 allows organizations to detect and mitigate cyber threats proactively
with timely insight into the emergence of cyber threats, vulnerabilities, and attack vectors [29].
This is because of indicator-based intelligence and behavioral analytics that allow the security team
to detect and respond to threats as they are building, before becoming full-bore incidents.

» Incident Response: Responding to incidents is another active role for TI, supplying security teams
with valuable event context, attribution information about associated actors or groups, and
remediation guidance. With the benefit of TI, organizations are better positioned to contain and
mitigate security incidents, hence decreasing their impact on operations and dwell time.

» Risk mitigation strategies: Organizations can get clear priority investment and resource allocation
with the TI. They shall then adopt targeted risk mitigation strategies.

3.3. Challenges and Barriers to Trust-Based Sharing Strategies

Although trust-based sharing strategies are helpful, several barriers and challenges come with adopting
and implementing them in organizational contexts. The significant findings in this regard are outlined
below:

« Lack of Trust: It is still a significant constraint to information sharing across organizations,
especially given the concerns about data privacy, competitive advantage, and legal implications.
Transparency of communication, reciprocity, and assurance about confidentiality and data integrity
help build trust [52].

» Resource Constraints: Progressive SMEs might not have the resources and skills to contribute to
information sharing initiatives effectively. Unequal participation and collaboration reflect threat
intelligence-sharing ecosystems due to disparity in organizational capability, resources, and risk
appetite.

» Legal and Regulatory Challenges: Privacy regulations, data protection laws, intellectual property
rights, etc., make any information-sharing system vulnerable to legal and regulatory problems.

4. CONCLUSION AND LIMITATION
4.1. Recommendations for Enhancing T1 Utilization and Effectiveness

Therefore, to help deal with the challenges and improve the utilization as well as the effectiveness of
threat intelligence in enhancing cybersecurity defenses, the following recommendations are made:

« Promote Standardization. Since threat intelligence is to be shared across entities, standardized

formats and protocols of sharing, such as TAXII and STIX, will ensure interoperability, hence
seamless information exchange [53].

» Build Trust and Collaboration: Establishing trust, transparency, and collaboration between all the
stakeholders will lead to a culture where clear communication channels are established, best
practices are shared, and proper incentives for participation in information-sharing initiatives exist.

» Invest in Education and Training: Workforce development and training programs are to be made
available to workers and other types of skilled workers for maximum exploitation of threat
intelligence. This includes training on threat intelligence analysis procedures, incident response
procedures, and information-sharing protocols.

» Advocate for Policy Enhancements: Advocate for exact and uniform regulatory frameworks that
encourage information sharing and maintain privacy and security. Governments and regulatory
bodies should concentrate on formulating policies allowing incentives based on collaboration,
collective defence, and sharing information regarding cyber threats. Figure 9 shows the existing
architecture for a threat intelligence system.
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Figure 9. Existing Architecture of Threat Intelligence System

Figure 10 shows that the enhanced architecture reflects the addition of the recommended components.
The architecture highlights how these components improve threat intelligence utilization and effectiveness.

The initial threat intelligence architecture revolves around collecting data from various sources, storing
it centrally, and then processing and analyzing it to identify threats. This analysis is then transformed into
reports and visualizations for internal teams. Finally, actionable intelligence can be disseminated and shared
with relevant parties. An enhanced architecture incorporates several recommendations to improve threat
intelligence utilization and effectiveness [54]. Firstly, a standardization layer ensures that collected data
from diverse sources adheres to standard formats, allowing seamless exchange and analysis. Secondly,
training and education empower personnel with the skills to leverage threat intelligence effectively.
Automation tools streamline data processing and analysis, freeing up analysts for higher-level tasks. A
secure threat intelligence sharing platform facilitates collaboration and information exchange with trusted
partners. Finally, policy management ensures data privacy regulations and intellectual property protection.
These enhancements work together to strengthen the organization's threat intelligence posture, enabling a
more proactive and collaborative defense against cyber threats.
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4.2. Discussion of Findings

Classifying threat intelligence into different categories reflects a nuanced understanding of its role in
cybersecurity. The literature review reveals that threat intelligence can be categorized into several key
dimensions: indicator-based intelligence, tactical intelligence, strategic intelligence, and attribution
intelligence. These classifications provide a comprehensive framework for understanding the multifaceted
nature of cyber threats. Narayan et al [53] highlights the critical role of indicator-based intelligence, such as
Indicators of Compromise (10Cs), in strengthening cybersecurity defenses. This type of intelligence enables
proactive threat detection, thus allowing for swift incident response. Similarly, tactical intelligence, as
discussed by Wang [51], underscores the importance of understanding adversary tactics, techniques, and
procedures (TTPs). Therefore, categorizing threat intelligence in this manner enables organizations to tailor
their defenses to specific threats.

Reviewing methodologies and practices related to threat intelligence collection, analysis, and
dissemination identifies best practices that significantly impact the effectiveness of threat intelligence
operations. A primary finding from the literature is the importance of collecting data from diverse sources,
such as Open Source Intelligence (OSINT), proprietary threat feeds, and internal telemetry [55]. According
to Alfawareh, gathering intelligence from various sources is crucial for comprehensively understanding
emerging threats. By aggregating data from different channels, organizations can enhance their threat
intelligence datasets, improving their ability to effectively detect and respond to cyber threats.

Findings also emphasize the effectiveness of trust-based sharing mechanisms in fostering collaborative
defense against cyber threats. Various practices, such as Information Sharing and Analysis Centers (ISACs),
threat intelligence sharing platforms, and inter-organizational partnerships, enhanced collective
cybersecurity efforts. This aligns with Nagahawattan et al [56], who argues that ISACs and similar
platforms effectively share actionable threat intelligence within industry-specific communities. Although
the intelligence shared through these mechanisms is often unfiltered, organizations benefit from the sheer
volume and variety of information, enabling them to detect and respond to a broader spectrum of cyber
threats in a more proactive manner.
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In line with these findings, the study also underscores the importance of trust in the success of
information-sharing initiatives. Yulianto et al [57] stress the need for establishing trust and clear
communication channels among organizations involved in threat intelligence sharing. Such trust allows
organizations to confidently share sensitive intelligence, knowing that it will be used responsibly and
reciprocated with valuable insights. Furthermore, Nkoom [15] highlight the role of regulatory incentives
and industry certifications in encouraging participation in information-sharing initiatives. Policymakers
suggest that implementing regulatory protections and liability safeguards can foster greater collaboration by
incentivizing organizations to share intelligence and strengthen collective defense capabilities.

4.3. Conclusion and Future Work

This review has explored threat intelligence (TI) and trust-based sharing strategies within the
cybersecurity framework. The findings highlight the multifaceted nature of TI, categorizing it into distinct
types, including indicator-based, tactical, and strategic intelligence. The review underscores integrating
diverse threat intelligence sources and advanced analytics to enhance threat detection and response
capabilities. The study reveals that effective threat intelligence management requires organizations to adopt
a comprehensive approach, drawing on multiple data sources, fostering collaboration, and ensuring timely
threat identification and mitigation communication. Trust-based sharing mechanisms, such as industry
collaborations and information-sharing platforms, are crucial in improving collective defense efforts.

Additionally, the review emphasizes the role of regulatory frameworks in encouraging information
sharing and ensuring the responsible use of sensitive intelligence. The findings suggest that organizations
must continuously improve their threat intelligence practices through collaboration, advanced analytics, and
proactive risk mitigation strategies to stay ahead of evolving cyber threats. Future work can explore
integrating emerging technologies, such as Al and machine learning, to enhance threat intelligence analysis
and predictive capabilities and the impact of regulatory changes on the effectiveness of collaborative
defense strategies.
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