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Abstrak— The emergence of the COVID-19 pandemic has 

changed the learning system in higher education which is 
becoming distance learning using information technology. In 
addition to providing good opportunities, online learning poses 
risks that can threaten students. The risks encountered can be 
sourced from the information aspect. This study aims to 
determine the level of the role of information literacy which 
includes skills to obtain, analyze, and evaluate information, on 
students' awareness of online risk exposure. In this study, a 
survey was conducted to 264 undergraduate students at various 
universities in Indonesia. Data analysis was carried out using the 
SEM-PLS method with the help of SmartPLS 3.0 software to 
measure the construct of the hypothetical model. The results 
show that information literacy has a positive relationship with 
students' awareness of online risks. The relationship is mediated 
by the existence of self-control and awareness of information 
privacy by the individual. Therefore, the relationship means that 
the higher the level of information literacy, the students will be 
more aware of the online risks that can occur, especially in online 
learning 

 
Kata Kunci— Information literacy, Online risk, Online learning, 
Coivd-19, Self-control, Privacy awareness 

I. INTRODUCTION 

The Covid-19 pandemic has changed many sectors in life, 
including education. It has forced the government to make 
various policies to suppress the spread of the virus, such as 
social restriction. One of the policy changes in higher 
education, caused by Covid-19 pandemic, is the learning 
method. 

Over the decades, traditional learning environments have 
shaped the type of educational process that prevails in higher 
education. The shift of learning method that occurred is the 
use of information technology as a medium for teaching-
learning process.  

Online learning is delivery of learning content through 
internet media in class, both synchronously and 
asynchronously where students can interact with instructors 
and other students to participate in learning [1] . Online 
learning has some positive sides, primarily for students. The 
adoption of online-based learning provides opportunities for 
students to enhance their competencies. Online learning 
provides a significant opportunity for further widening of 
participation in higher education [2]. The existence of the 
internet provides a different learning experience for students. 
Some students stated that they had the ease of access to 

resources, especially when they were looking for knowledge 
references [3]. The Internet also allows students to 
communicate and to obtain the information that drives 
different perspectives in knowledge. 

Despite its positive’s sides, the distance learning using the 
internet also poses online risks for its users. Young people 
(including students) have a tendency to disclose information 
about themselves in the online environment, which can be 
considered as evidence that they do not care about their 
privacy [4]. The ability to obtain and share information is an 
easy thing to do since the existence of the internet. Therefore, 
the ability of individuals to evaluate and use information 
adequately has become an issue[5]. Misinformation can 
spread quickly because anyone can say almost anything to 
anyone. It has spread across multiple digital sources and can 
easily be trusted or taken seriously even in the absence of 
accountable editorial oversight [6].  

In research conducted on middle school students, many 
students failed to evaluate the truth of information, both text 
and image information [7].  Almost none of the students asked 
about who created the online resources where the information 
content was available. Students made judgments about the 
reliability of information based on factors such as the content 
of the post and the surface appearance of the page on which 
the post appears. These risks are also very likely to be faced 
by students in higher education. 

The ability to think critically and carefully in an online 
environment needs to be possessed by students to face those 
risks, primarily in responding to information circulating. 
Several studies have shown that many college students have 
low levels of information literacy [7],[8],[9]. Information 
literacy is the ability to locate, access, assess and use 
information from variety sources, and represents a key 
dimension of digital and media literacy [10]. Information 
literacy is more than the ability to find and present 
information, but about high-level analysis, synthesis, critical 
thinking, and problem solving [11]. Therefore, information 
literacy may be perceived and experienced in a variety of 
ways. To perform those abilities, individuals must have a deep 
understanding and critical thinking of any information 
obtained, especially from online sources. Therefore, students 
with high level information literacy should be able to find, 
filter, and assess the shared information on online 
environment, primarily references which from reliable sources. 
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This research aims to understand the role of information 
literacy in mitigating online risk, especially in online learning 
for students in higher education. The results of this research 
are expected to provide scientific information that has the 
potential to be used by policy makers in formulating policies 
and making decisions, especially at the higher education level.  

II. LITERATURE REVIEW 

A. Information Literacy and Self-control  

The concept of information literacy is understood as the 
ability to find, identify, retrieve, evaluate, process and use 
digital information optimally [12]. Information literacy is an 
individual's ability in several ways, such as determining 
keywords when searching for information, developing search 
strategies, determining the digital tools used, finding the 
information needed, and critically evaluating the information 
found [13]. Information literacy emphasizes a person's ability 
to navigate and find verified and reliable information [14].  

Self-control is defined as an important ability that helps 
individuals deal with desired temptations [15]. According to 
self-regulation theory of Bandura’s (1991), self-regulation 
helps individuals to become aware of their behavior and 
control themselves, and the environment, including in 
obtaining information. Therefore, individuals with adequate 
information literacy skills should be able to control 
themselves to respond the information obtained, including 
from online sources. Individuals with high information 
literacy are more sensitive to the adoption of information so 
that they can change behavioral awareness [16]. 

B. Information Literacy and Information Privacy Awareness 

In the digital age, personal privacy has taken on a new 
meaning when users are willing to share so much information 
online. The definition of information privacy awareness is the 
level of understanding and awareness of a person about how 
information is tracked and used in the online environment and 
how that information can retain or lose its personal nature. 
Information privacy focuses on understanding the 
responsibilities and risks associated with sharing information 
online [17].  

Information literacy is one of important skill in the 
proliferation of free information dissemination in the digital 
era. Information literacy is meant as a critical understanding 
of the flow of data and its implicit rules for users to act on. 
Literacy can serve as a principle to support, encourage, and 
empower users to exercise control over their digital identity 
[18]. In short, to take appropriate action against potential 
personal data, users may need to be able to understand the 
flow of data in cyberspace and acceptable exposure limits. 

Information literacy skills can be assumed that someone 
will use technology and synthesize information in expressing 
himself in digital media. Information literacy is divided into 
several basic components, namely determining, accessing, 
evaluating, combining, using, and understanding information 
[19]. In a previous study, person who had a higher level of 

understanding of online content, such as identifying prejudice 
or bias in the media and discriminating against reliable 
information, were more likely to be aware of online data 
privacy. 

C. Information Privacy Awareness, Online Control, and 
Online Risk 

Personal privacy has taken on new meaning in 
collaborative social settings when users are willing to share so 
much information online. Protecting privacy and online 
reputation is increasingly important in the context of user-
generated content and information sharing. Risks may arise 
from adolescents' desire to disclose personal information, their 
confidence in online relationships, or the setting up of sites 
that are confusing or poorly designed [20]. 

Although social media platforms often provide some kind 
of notification that is meant to inform their users of the risks 
of disclosing personal information, many people overlook the 
dangers of uncontrolled disclosure of their (and others') 
personal data. Thus, the role of self-awareness of the privacy 
of personal information is a very important element in 
carrying out online activities. 

Self-control is defined as the self-initiated regulation of 
thoughts, feelings and actions when the goals to be achieved 
conflict with the more temporarily satisfying goals [21]. 
According to Bandura (1991), self-control mechanisms that 
determine an individual's level of self-control over behavior 
could also be relevant to Internet addiction. Self-control 
theory is influential in explaining behavioral problems, 
especially antisocial behavior. In addition, the theory suggests 
that low self-control is a major cause of various violent and 
risk-taking behaviors [22]. Self-control is an important ability 
for every individual. As technology advances, these abilities 
are not only needed by individuals to face life in the real 
world, but also life in the virtual world. 

III.  METHODOLOGY 

Several early stages of research have been carried out, such 
as identifying problems, conducting literature studies, and 
developing hypothetical models. In the process of proposing a 
proposal, the next steps to take are instrument development, 
data collection, data analysis, results discussion and drawing 
conclusions. The complete research workflow is depicted on 
Figure 1.  

 
Fig. 1. Research Workflow 

A. Research Design 

The method used in this research is a quantitative method 
using survey. The instrument uses a structured questionnaire 
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to determine the relationship of the framework proposed. A 
structured questionnaire was designed with demographic 
items and main questionnaire items. This research attempts to 
propose a model that information literacy as the antecedents 
of self-control and information privacy awareness which in 
turn facilitate the student’s online risk. 

The analysis data is conducted using SEM-PLS technique. 
PLS-SEM can be used to analyze the proposed research model 
containing formative constructs and reflective constructs [23]. 
SmartPLS3.0 software is used as a tool to analyze the research 
data. In the process of data analysis, the developed models and 
hypothesis were also tested. 

B. Conceptual Model 

After conducting a literature study, we developed a 
hypothetical model as depicted in Figure 2. 

 

 
Fig. 2. Conceptual Model of Hypothesis 

 
In general, this study aims to determine the role of 

Information Literacy on Online-Risk faced by students with 
the mediating variables of Self-control and Information 
Privacy Awareness.  

According to information literacy ability, a person should 
be able to understand which information is public and which 
is private. In a previous study, users who had a higher level of 
understanding of online content, such as identifying prejudice 
or bias in the media and discriminating against reliable 
information, were more likely to be aware of online data 
privacy [19].  

According to the self-regulation theory of Bandura (1991), 
self-control helps individuals to be aware of their behavior 
and its impact on themselves, others, and the environment, 
including doing activities in the cyberspace. Thus, with 
sufficient information literacy skills, a person can control 
himself to respond the information dissemination, including 
from online source. 

Finally, risks may arise from adolescents' desire to disclose 
personal information, their confidence in online relationships, 
or the setting up of sites that are confusing or poorly designed. 
Many people overlook the dangers of uncontrolled disclosure 
of their (and others') personal data. Thus, the role of self-
awareness of the privacy of personal information is a very 
important element in carrying out online activities. 
Additionally, low self-control is a major cause of various 
violent and risk-taking behaviors [24]. Therefore, the 
hypothesis are as follows:  

 
H1: Information literacy has a positive impact on self-control 

H2: Information Literacy has an influence on Information 
Privacy Awareness 
H3: Self-control has an influence on online-risk 
H4: Information privacy awareness affects online risk 
 
 

The definition of each variable is shown in Table I. 

TABLE 1 DEFINITION OF VARIABLES 

Variable Definition Source 
Information 
Literacy 

Information literacy is an 
individual's ability to recognize, use, 
and evaluate the information 
obtained. 

[25] 

Self-control Self-regulatory mechanisms that 
determine an individual's level of 
self-control over behavior. 

[26] 

Information 
Privacy 
Awareness 

A person's ability to accurately 
perceive potential privacy threats. 

[27] 

Online-risk Perceived risks faced in cyberspace. [28] 

 

C. Instrument Development 

The instrument of survey is adopted from several previous 
studies that have been tested for validity and reliability. 
Question items are adjusted to make them relevant to the 
research context. The questionnaire consists of two parts. The 
first part is demographic information about respondents, 
namely students, including gender, age, average device usage 
per day, and average internet usage per day. The second part 
of the questionnaire measures the constructs in this research 
model. Five-point likert scale with “strongly disagree” (1) to 
“strongly agree” (5) is used.  

The variables tested in the questionnaire instrument include 
the Information Literacy variable as many as 20 questions, the 
Privacy Awareness variable as many as 9 questions, the Self-
control variable 20 questions, and the Online Risk variable as 
many as 10 questions. The questionnaire items listed in Table 
II. 

TABLE II QUESTIONNAIRE ITEMS 

Variable Code Item Source 
Information 
Literacy (IL) 

IL1 I feel I am able to 
define the information 
I need 

[29], [30] 
 

IL2 I feel I am able to find 
various potential 
sources of information 

IL5 I am able to determine 
where and how to find 
the information I need 

IL7 I am familiar with and 
use relevant and high-
quality information 
sources 

IL9 I am able to use 
various sources of 
information (websites, 
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Variable Code Item Source 
databases, e-books, 
books, academic 
papers, etc.) 
effectively and 
efficiently 

IL11 I feel I am able to 
assess information 
sources analytically 
and critically 

IL12 I feel I am able to 
determine the authority 
of the source or origin 
of the information 

IL15 I am able to combine 
newly collected 
information with 
previous information 

IL20 I feel I am able to learn 
from past experiences 
in finding the right 
sources of information 
so that my literacy 
skills improve 

Self-control 
(SC) 

SC4 Sometimes I can’t stop 
myself from doing 
something, 
even if I know it is 
wrong* 

[31] 

SC6 I never allow myself to 
lose control 

SC9 I change my mind 
quite often* 

SC16 I need to think before I 
act 

Information 
Privacy 

Awareness 
(IPA) 

PR6 I am concerned that 
my personal 
information on social 
networks may be used 
in a way that I am not 
aware of 

[32][33] 

PR7 Compared to other 
people, I am more 
sensitive about how 
online companies 
handle my personal 
information 

PR8 I am concerned that 
my personal 
information on social 
networks may be used 
for wrong purposes 

PR9 It is important for me 
to have awareness and 
knowledge of how my 
personal information 
will be used 

Online Risk 
(OR) 

OR3 In the last 12 months, I 
have seen or received 
any kind of sexual 
message on the 

[34] 

Variable Code Item Source 
internet* 

OR4 In the last 12 months, I 
have seen sexually 
explicit images or 
videos on any website* 

OR5 I have acted in a way 
that may have been 
painful or unpleasant 
to another person in 
the past 12 months 
through a cell phone 
call, text message, or 
picture/video text* 

OR6 I have met someone 
you meet on the 
internet for the first 
time* 

*.reversed questions 

D. Sample and Data Collection Method 

The research was conducted in Indonesia. The samples 
consist of Indonesian undergraduate students at various 
universities. The data in this survey was collected from online 
questionnaire which was distributed to respondents voluntarily. 
Simple random sampling is used as sampling technique which 
means members of the population have an equal chance of 
being selected into the sample. The results of the 
questionnaire data collection obtained as many as 264 
respondents that are eligible to proceed to the data analysis 
process. 

IV. RESULTS 

This part consists of respondent demographics, SEM 
analysis, hypothesis testing result, and the mediation effect. 

A. Respondents Demographics 

The total collected data are 264 samples. As depicted in 
Table 3, the final sample data consist of 42% males and 58% 
females, which most of the respondents are 17-20 years old, 
that is 70%. Table III summarizes the sample demographics of 
the respondents. 

TABLE III SAMPLE DEMOGRAPHICS 

  Items Frequency Percentage 

Gender Male 111 42% 
Female 152 58% 

Age 17-20 years 
old 

186 70% 

21-24 years 
old 

65 25% 

25-28 years 
old 

13 5% 

Average device 
usage per day 

Less than 30 
minutes 

10 4% 

1-3 hours 84 34% 

More than 3 
hours 

130 53% 
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  Items Frequency Percentage 

Average internet 
usage per day 

Less than 30 
minutes 

11 4% 

1-3 hours 43 16% 

More than 3 
hours 

191 72% 

B. Model Measurement 

The measurement of the model is done by looking internal 
consistency reliability, convergent validity, and discriminant 
validity of the predefined construct. Internal consistency 
reliability is evaluated by computing Composite reliability and 
Average Variance Extracted (AVE). 

Composite Reliability value on each variable is declared 
reliable if it reaches a value > 0.70 [35]. This study shows that 
the four variables are declared reliable with a composite 
reliability value above 0.7. Furthermore, to evaluate 
discriminant validity, it can be known by looking at the 
Average Variant Extracted (AVE) for each construct. A 
construct with an AVE value of 0.5 and higher indicates a 
sufficient degree of convergent validity [36]. This Average 
Variant Extracted (AVE) value can describe the magnitude of 
the variance of the indicators owned by the construct variable. 
In this study, all variables also showed that the value is above 
0.5. The details of the internal consistency reliability are 
shown in Table IV. 

TABLE IV INTERNAL CONSISTENCY RELIABILITY 

Variable Composite 
Reliability 

Average Variance 
Extracted (AVE) 

Information Literacy 0.955 0.580 
Online Risk 0.829 0.549 
Information Privacy 
Awareness 

0.808 0.513 

Self-control 0.827 0.547 

Convergent validity is used to determine the validity of 
each relationship between each indicator and its construct. 
Convergent validity was evaluated by computing loading 
factor for each item within the construct. Items with the 
loading of 0.7 or above are considered significant items. The 
details of the loading factor value for all items are shown in 
Table V. 

TABLE V CONVERGENT VALIDITY USING OUTER LOADING 

Variable Items Outer Loading 
Information Literacy IL1 0.764 

IL2 0.778 

IL5 0.762 

IL7 0.794 

IL11 0.769 

IL12 0.767 

IL15 0.773 

IL19 0.780 

Variable Items Outer Loading 
IL20 0.771 

Self-control SC4 0.819 

SC6 0.755 

SC9 0.706 

SC16 0.762 

Information Privacy Awareness PR6 0.729 

PR7 0.796 

PR8 0.773 

PR9 0.763 

Online Risk OR3 0.709 

OR4 0.742 

OR5 0.824 

OR6 0.782 

 

Discriminant validity reflects the extent to which constructs 
are significantly different from other constructs. This test is 
assessed based on the cross loading value. The results of the 
cross loading are declared valid if the indicator construct 
measured by the correlation is greater than the other indicator 
constructs. In this research, all items for each construct do not 
reflect another construct. The summarize of the cross-loading 
value is shown in Table VI. 

TABLE VI CROSS-LOADING VALUE 
 

IL OR IPA SC 

IL1 0.764 0.124 0.258 0.293 

IL2 0.778 0.162 0.253 0.344 

IL5 0.762 0.189 0.273 0.317 

IL7 0.780 0.102 0.277 0.279 

IL11 0.769 0.171 0.267 0.308 

IL12 0.767 0.138 0.249 0.261 

IL15 0.773 0.117 0.314 0.252 

IL19 0.780 0.079 0.324 0.249 

IL20 0.771 0.154 0.326 0.340 

OR3 0.069 0.709 0.107 0.204 

OR4 0.145 0.743 0.040 0.270 

OR5 0.146 0.824 0.043 0.357 

OR6 0.153 0.682 0.065 0.295 

IPA6 0.263 0.105 0.736 0.109 

IPA7 0.252 0.011 0.690 0.052 

IPA8 0.284 0.079 0.769 0.100 

IPA9 0.252 0.026 0.665 0.082 

SC4 0.194 0.375 0.056 0.816 

SC6 0.221 0.338 0.071 0.756 
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IL OR IPA SC 

SC9 0.453 0.104 0.107 0.610 

SC16 0.266 0.330 0.122 0.761 

 

C. Structural Model 

The structural measurement of the model is examined 
based on the calculation of the path coefficient value (β). The 
path coefficient value is measured based on the model 
construct that has been developed. In this research, the 
construct of the model measures the relationship between the 
four variables, including the information literacy variable on 
the privacy awareness variable, the information literacy 
variable on the self-control variable, the privacy awareness 
variable on the online risk variable, and self-control variables 
on online risk variables. 

The value of the path coefficient (β) of a relationship is 
stated to be significant if the value is greater than 0.1 or lower 
than -0.1. The results of the calculation of the path coefficient 
value in this study can be seen in Table 7. All tested variable 
relationships show that path coefficient is more than 0.1. 
Therefore, it proves that all tested relationships are 
significantly related. 

D. Hypothesis Testing Result 

In the hypothesis test, the value of t-statistics is used to 
determine whether the hypothesis that has been set in this 
study is accepted or rejected. Meanwhile, the value of R 
square shows how much the independent variable affects the 
dependent variable. Since all hypotheses in the research are 
directional, a one-tailed t-test is used. The corresponding t-
values denote significance of the coefficients where t-values > 
1.96 represent significance level p < 0.025. The result of 
hypothesis testing is also shown in Table VII. According to 
Table VII, all of the hypothesis are accepted which means 
information literacy was positively related to self-control 
(β=0.383, t=6.173). Information literacy was also positively 
related to information privacy awareness (β=0.367, t=6.909). 
Self-control was positively related to online risk (β=0.387, 
t=6.078). The last hypothesis, information privacy awareness 
was positively related to online risk (β=0.133, t=2.544). 

TABLE VII HYPOTHESIS TESTING RESULT 

Hypothesis Path Path 
Coefficients 

β 

T-
Statistics 

P 
Values 

Status for 
Hypothesis 

H1 Information 
Literacy  
Self-control 

0.383 6.713 0.000 Accept 

H2 Information 
Literacy  
Information 
Privacy 
Awareness 

0.367 6.909 0.000 Accept 

H3 Self-control 
 Online 
Risk 

0.387 6.078 0.000 Accept 

H4 Information 
Privacy 

0.133 2.544 0.000 Accept 

Awareness 
 Online 
Risk 

 

V. DISCUSSION 

We surveyed higher education students in Indonesia to test 
our model. All hypotheses we proposed are accepted and 
briefly discussed our findings. Information literacy is 
positively related to the dimensions of self-control and privacy 
awareness (H1 and H2). It indicates that the higher the 
student's information literacy, the higher the understanding of 
which online information is considered public and which 
information is considered private.  

Students can be considered to have good self-control when 
they do not share too much personal information on the 
internet. The college students who are able to identify relevant 
online sources have a critical understanding of the flow of 
data and its implicit in acting in cyberspace. Therefore, 
students should be able to control themselves in carrying out 
activities related to sharing information and communication 
on the internet. These results are supported by Averill’s theory 
(1973) about self-control in the previous study that self-
control includes an individual's ability to carry on unwanted 
information by clarify and taking action based on what they 
believe [37]. 

Self-control significantly affects the online risk faced by 
college students (H3). This is in line with previous research 
which states that as technology advances, self-control is not 
only needed when someone faces situations that have risks 
directly in the real world, but also in the virtual world [38]. 
The role of self-awareness of the privacy of personal 
information is a very important element in conducting online 
activities.  

Finally, privacy awareness has a strong influence on online 
risk (H4). This condition explains how a college student who 
has an understanding of personal data privacy will understand 
the impact of sharing so much data in cyberspace. Therefore, 
understanding will become a skill in preventing behavior that 
brings them at online risk [20], [22]. 

VI. CONCLUSIONS 

The impact of the COVID-19 pandemic has dramatically 
changed the sustainability of life in various sectors, including 
the education sector. The shift from face-to-face learning to 
online learning is one of the policies in the education sector to 
reduce the spread of the virus. In the process of 
implementation, this policy has an impact on the dangers of 
online risk. This study was conducted to determine whether 
information literacy competence, self-control, and privacy 
awareness have an impact on online risk. Information literacy 
for college students is defined as the ability to search, find, 
and assess information circulating in the online environment 
that comes from various sources. College students in this 
study showed that knowing and using relevant sources of 
information and the ability to combine some information were 
the two most important dimensions in information literacy. 
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Also, student with higher level of information literacy, they 
will more aware to any risks in online environment. 

Researchers are aware of several limitations in this study 
that have the potential to be developed in further research. 
This study focuses on mitigating online risk in college 
students without further defining online risk. Therefore, it will 
be interesting to explore other factors in online risk mitigation 
in future research. Next, the sample in this study is limited to 
college students. Therefore, online risk mitigation is also 
limited to this sample. Future research can use samples from 
various levels of education so that online risk mitigation can 
be classified according to education level. 
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