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 The digitalization of public services requires structured complaint 
processing and controlled access to sensitive internal functions. This 
study develops and evaluates a web-based information and public 
complaint system for Surabaya City Police (Polrestabes Surabaya) 
using Rapid Application Development (RAD), Laravel, and MySQL. 
Role-Based Access Control (RBAC) separates Administrator, Sub-
administrator, and Officer functions, while assignment checks restrict 
Officers to their assigned complaints. IP allowlisting and operating-
hour restrictions were implemented as additional access controls, and 
VPN access was evaluated through approved exit IPs. The evaluation 
comprised nine functional black-box tests, 12 authorization scenarios, 
14 network, time, and VPN scenarios, and a controlled comparison of 
37 internal role-route combinations. All test scenarios produced their 
expected outcomes. In the controlled comparison, all 37 combinations 
were accessible with RBAC disabled, whereas 19 were permitted and 
18 were denied with RBAC enabled according to the defined access 
policies. Usability evaluation involving 50 personnel from Polrestabes 
Surabaya yielded a mean System Usability Scale (SUS) score of 
82.70. These findings demonstrate the implementation of role-based 
and contextual access restrictions under the tested conditions, but do 
not establish comprehensive resistance to cyberattacks or operational 
effectiveness in a production deployment. 
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1. INTRODUCTION 

Digital transformation has enabled public institutions to deliver information and services through integrated 
web platforms. Public complaint channels are especially important because citizens need accessible mechanisms 
to submit reports and monitor their handling. A study of Indonesian e-government portals identified considerable 
variation in the maturity of online complaint facilities [1]. Previous web-based complaint systems have also 
addressed the digitization of reporting and information access [2], [3]. Nevertheless, an online reporting interface 
must be accompanied by controls governing who may inspect, assign, and resolve reports. 

Surabaya City Police (Polrestabes Surabaya) requires integrated dissemination of institutional information and 
a structured complaint-management process. The requirements analysis conducted for this study identified a need 
to consolidate information on services, news, personnel, and local police stations and to provide digital complaint 
submission, tracking codes, and status updates. The system developed here addresses those operational 
requirements as an application prototype evaluated with test data; its successful testing should not be interpreted 
as evidence of deployment across the police organization. 

Complaint management involves distinct responsibilities. Administrators manage user accounts and website 
content, Sub-administrators verify reports and assign cases, and Officers investigate and document only their 
assigned complaints. Members of the public submit and track complaints without authenticating as internal users. 
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These different responsibilities make explicit authorization necessary, since a logged-in account should not 
automatically receive access to every internal route or complaint record. 

Role-Based Access Control (RBAC) associates permissions with organizational roles rather than granting 
every permission directly to individual accounts [4], [5]. RBAC can help implement least-privilege access, 
although practical implementations must also consider application-specific constraints and object ownership [6]. 
In this study, route-level role checks are combined with assignment-aware authorization and rules governing 
permissible complaint-status transitions. Public information, submission, and tracking remain accessible without 
an internal login. 

Previous studies on web-based complaint-management systems have primarily focused on digitizing 
complaint submissions, improving public service accessibility, and facilitating complaint documentation and 
status monitoring [2], [3], [7]. However, the present study extends this functional focus by implementing Role-
Based Access Control (RBAC) to regulate access to internal system functions based on organizational 
responsibilities. Unlike a conventional complaint-management system that primarily provides reporting and 
tracking features, this study introduces three distinct internal roles: Administrator, Sub-administrator, and Officer, 
each with specific access permissions. Furthermore, the implementation combines route-level role authorization 
with complaint-assignment restrictions and status-transition validation. The contribution of this study is therefore 
an applied implementation and evaluation of multi-level authorization within a web-based complaint-management 
workflow, rather than the development of a new RBAC algorithm. The evaluation also compares 37 internal role-
route combinations with RBAC disabled and enabled to demonstrate how the implemented authorization 
mechanism enforces role-specific access restrictions. Previous studies have also examined the validation of 
implemented RBAC policies in web applications and the testing of role-based authorization controls on websites 
[14], [15]. 

Network and time restrictions were implemented as complementary controls rather than as components of core 
RBAC. Access decisions can incorporate contextual attributes such as location and time [8], [10]; in the 
implemented system, requests to internal pages are checked against an allowed IP list and operating-hour rules. A 
VPN was tested as an access path using an allowed exit IP. These tests evaluate the specified configuration, not 
comprehensive resistance to network attacks. 

The website was developed with Rapid Application Development (RAD), using requirements analysis, design, 
construction, and evaluation to support iterative refinement [9]. Laravel provides routing, middleware, and 
controller logic; MySQL stores complaint and content records; and Chart.js visualizes monthly complaint counts. 
The system covers public information, complaint submission and tracking, internal management, and 
authorization; it does not provide independent native mobile applications or advanced security functions such as 
penetration testing. 

This study therefore asks how a role-based and context-restricted complaint-management website can be 
designed and tested and how usable the resulting interface is perceived to be. Evidence is drawn from functional 
tests, 12 access-control scenarios, controlled disabled/enabled RBAC route comparisons, 14 additional 
network/time/VPN scenarios, and a System Usability Scale (SUS) evaluation involving 50 respondents. 

 
2. RESEARCH METHODS 

The development process followed RAD, beginning with problem identification and data collection through 
observation, interviews, and literature review, followed by requirements analysis, UML-based design, 
implementation, and testing. The workflow is summarized in Fig. 1. The authorization evaluation used predefined 
roles and test scenarios to compare expected and observed access outcomes. For safety and reproducibility within 
the project scope, functional testing employed fictitious complaint data, as specified in the thesis. 
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Figure 1. Research and development workflow 

2.1 Problem Identification 
Observation and interviews identified a need to consolidate public-service information and organize complaint 

submissions into records whose progress could be tracked. The intended users comprise citizens seeking 
information and internal staff responsible for managing website content and processing complaints. The 
requirements emphasize digital recording, case status visibility, and a division of internal responsibilities. 

The security requirement was to prevent internal users from executing functions outside their authority. 
Content administration, complaint verification, case assignment, investigation, and closure require distinct access 
rules. In addition to authenticated role checks, an approved-IP rule and operating-hour rule were specified for 
internal endpoints. 

Accordingly, the implementation and evaluation have two connected objectives: providing an integrated 
information and complaint website and enforcing permission boundaries at the application route, complaint 
record, and workflow-transition levels. 

 
2.2 Data Collection 

Data were collected through observation of information and complaint procedures, interviews with relevant 
police personnel regarding workflow and responsibilities, and a literature review of web-based public services, 
RAD, and access-control models. These activities informed user functions, complaint status flow, and internal 
access restrictions. 

The requirements obtained from this process were mapped to four actors: Citizen, Administrator, Sub-
administrator, and Officer. The first uses open public services; the other three authenticate to their assigned 
internal functions. The thesis does not document the number or demographic composition of interview 
participants; therefore, this article makes no claims about interview representativeness. 

 
2.3 System Requirements 

Functional requirements include public institutional information, complaint submission with supporting 
evidence, validation and tracking codes, report verification, Officer assignment, investigation updates, closure, 
content management, and monthly complaint statistics. Role-specific permissions and complaint ownership 
constraints are treated as essential functional requirements rather than optional interface features. 

Non-functional requirements include responsive web presentation, usability, structured database storage, and 
controlled access. The security scope comprises authentication, RBAC, allowed-IP checking, and operating-hour 
restrictions. The study does not report independent penetration testing, comprehensive cryptographic assessment, 
or production-level availability testing. 
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2.4 System and Authorization Design 
The design includes the research workflow, user interactions, a data model, complaint-processing rules, and 

an authorization pipeline. Figure 2 provides a simplified English overview of actors and capabilities, while Fig. 3 
presents the implementation data model. Table 1 specifies the role-based permissions, and Table 2 describes the 
permitted complaint-status transitions and their associated constraints. 

1. Use Case Diagram: The Use Case Diagram illustrates the interactions among four actors-the Public, 
Admin, Sub-Admin, and Officer-each possessing distinct functions and authorities within the Surabaya 
City Police (Polrestabes Surabaya) website. The Public can access public information, view complaint 
statistics, submit reports, and track the status of their complaints without needing to log in. The Admin is 
authorized to manage user accounts, update website content, monitor complaints, and view report 
statistics. Meanwhile, the Sub-Admin is responsible for verifying complaints, rejecting invalid reports, 
updating the status to "In Process," and assigning reports to Officers. Officers are tasked with handling 
assigned complaints, conducting investigations, documenting follow-up actions, uploading evidence of 
the resolution, and updating the report status to "Completed." All three internal user roles are required to 
authenticate before accessing system functions permitted by their respective authorities. This functional 
division serves as the foundation for implementing Role-Based Access Control (RBAC), ensuring that 
each user can only access features aligned with their assigned role. 

 
 

Figure 2. Use Case Diagram 
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2. Class Diagram: A class diagram is used to illustrate the structure and relationships between classes that 
support data management for the Polrestabes Surabaya (Surabaya City Police) website. The design 
encompasses user data, informational content, public complaints, and the assignment of personnel. The 
'User' class represents internal users-comprising Admins, Sub-Admins, and Officers-with access rights 
determined by a 'role' attribute. Meanwhile, the 'Complaint' class stores information regarding public 
reports, tracking numbers, complaint status, as well as the outcomes and evidence of follow-up actions. 
The relationships between these classes enable an integrated approach to authentication, report storage, 
status updates, and data access. This structure serves as the foundation for data management and the 
implementation of Role-Based Access Control (RBAC), ensuring that each user can perform functions in 
accordance with their authorized permissions. 

 
Figure 3. Class Diagram 

 
3. Role-permission specification: Three authenticated internal roles are configured: Administrator, Sub-

administrator, and Officer. Citizens interact through public endpoints without an internal account. Table 
1 states the corresponding functions, and Table 2 sets out valid status transitions and their constraints. 
 

Table 1. Role-Based Access Permissions 
User role Main permissions 

Administrator Manage internal accounts and website content; monitor complaints 
Sub-administrator Verify or reject complaints, set In Process status, and assign cases 
Officer Investigate assigned cases, upload evidence, and close assigned complaints 
Citizen Browse public content, submit complaints, and track reports 

 
Status transitions are additionally checked against the current complaint state. A role may therefore be 
permitted to open a complaint page yet still be unable to move a record to an invalid state. These business-
process checks are distinct from route-level RBAC. 
 

Table 2. Permitted Complaint-Status Transitions 
Initial status Next status Authorized role Condition 

Awaiting Verification Rejected Sub-administrator Rejection decision; reason is optional in 
the documented workflow 

Awaiting Verification In Process Sub-administrator Change status; Officer assignment is 
performed through a separate function 

In Process Under Investigation Officer The complaint must be assigned to the 
acting Officer 

Under Investigation Completed Officer Follow-up outcome is required; 
supporting evidence may be uploaded 
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The permission model combines route checks with complaint-specific checks. For example, an Officer 
cannot inspect or update a complaint assigned to a different Officer even when the general route permits 
the Officer role. 
 

4. Authorization pipeline: For internal requests, the internal.network middleware first checks the source IP. 
Authentication and the internal-user check then run before CheckRole evaluates route permissions. The 
internal.hours middleware applies time restrictions to Administrators and Sub-administrators; Officers are 
exempted to support after-hours field duties. Controller and ComplaintService rules subsequently check 
assignment ownership and allowed state transitions. 
Algorithm 1 describes the decision process in procedural form, while Fig. 4 shows its main decision 
points. A disallowed IP or an out-of-hours Administrator/Sub-administrator request produces HTTP 403; 
an unauthenticated request is redirected to sign-in, and a mismatched role is redirected to the 
corresponding dashboard according to the configuration evaluated. 

 
Algorithm 1. Internal access decision procedure 
Input: request R for an internal route and user u. Output: allow, deny, or redirect. 
1. Check originating IP (internal.network); if disallowed, return 403. 
2. Verify authentication and internal-user role (admin); if absent, redirect to login. 
3. Apply CheckRole route policy; if role is not permitted, redirect to role dashboard. 
4. Apply internal.hours to Administrators and Sub-administrators; reject out-of-hours requests (403). Officers are exempt. 
5. For Officer actions on complaint p, confirm that p is assigned to u. 
6. For status updates, verify the acting role and permitted prior state (Table 2). 
7. If all applicable checks pass, continue to the requested controller operation. 
 
 

 
Figure 4. Flowchart of the Internal Page Access Verification Mechanism 

 
5. Network and time restrictions: The allowed-IP policy acts as a contextual boundary for internal endpoints; 

public routes remain available from public networks. Operating-hour checks apply to Administrators and 
Sub-administrators, whereas Officers may access assigned duties outside those hours. VPN access was 
evaluated by verifying whether its exit IP appeared in the approved list. 
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These restrictions complement, but do not replace, role authorization. The study tests authorized versus 
unauthorized network conditions and operational schedules; it does not claim that an IP allowlist or VPN 
alone protects against all attack scenarios. 

6. Monthly complaint statistics: Complaint timestamps are grouped by month and year, counted, and 
visualized using Chart.js. This is calendar-period aggregation (time-series grouping), not a predictive 
time-series model. Four test scenarios checked display, record counts, period grouping, and agreement 
between the plotted values and stored data. 
 

2.5 System Implementation  
The prototype was implemented with Laravel and MySQL. Public pages provide institutional information, 

service details, complaint submission, and complaint tracking. Internal dashboards offer account and content 
management, report verification and assignment, investigation updates, and monthly summaries. The User model 
stores role information; middleware and controllers enforce the role, network, time, ownership, and state-
transition restrictions. 

 
2.6 Evaluation Procedures 

Functional black-box tests examined valid and invalid login inputs, complaint validation, evidence uploads, 
report storage, tracking-code generation, and status lookup. Access-control tests covered 12 role, network, time, 
and public-access scenarios, followed by 13 role-feature comparisons with RBAC disabled and enabled. A 
separate route-level comparison considered 14 internal GET routes across three internal roles, resulting in 42 
possible role-route combinations. Five combinations were excluded because they had additional authorization 
checks at the controller level. These combinations were not included in the calculation because their access 
decisions were also affected by controller-level authorization and therefore could not be used to measure the direct 
effect of the RBAC middleware. Consequently, 37 comparable role-route combinations were evaluated under two 
conditions: RBAC disabled and RBAC enabled. Separate tests evaluated IP restrictions (four scenarios), operating 
hours (five scenarios), and VPN routing (five scenarios). Four additional tests examined monthly complaint 
statistics. Usability was measured using the ten-item System Usability Scale (SUS), completed by 50 personnel 
from Polrestabes Surabaya after they had tried the website. The standard odd- and even-item scoring adjustments 
and the 2.5 multiplier were applied [11], [12]. 

 
3. RESULTS AND DISCUSSION 

3.1 Implemented Website 
The implemented application integrates a public website with role-specific internal dashboards. The 

representative screens in Figs. 5-9 document the sign-in interface, public homepage, complaint-submission page, 
administrator dashboard, and monthly complaint statistics. The screens show the actual Indonesian-language 
interface used in the project; the academic descriptions and captions are presented in English. 

1. Internal sign-in: Registered users submit credentials through the login page and, after authentication, are 
directed to the appropriate role dashboard. Subsequent route checks determine which features are 
available rather than relying solely on menus hidden from view. 
 

 
Figure 5. Internal user login page 

 
2. Public homepage: The homepage presents information about police services, institutional activities, and 

navigation to the complaint service. It is accessible without internal authentication. 
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Figure 6. Public homepage 

 
3. Complaint submission and tracking: A citizen enters complaint details and uploads supporting evidence. 

A valid submission receives the initial Awaiting Verification status and a tracking code, allowing the 
citizen to monitor progress without an internal account. 

 
Figure 7. Public complaint submission page 

 
4. Administration dashboard: The dashboard provides summaries and navigation for authorized content and 

user-management tasks. Public information and complaint records are displayed and managed within each 
role's configured permissions. 

 
Figure 8. Administrator dashboard 
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5. Monthly complaint chart: Complaint counts are aggregated by month and displayed with Chart.js. The 
descriptive chart supports monitoring; it does not forecast future complaint volumes. 

 
Figure 9. Complaint statistics by month 

 
3.2 Role-Based Authorization Implementation 

The application uses the User.role attribute and Laravel CheckRole middleware to restrict internal routes. The 
Administrator manages users and content; the Sub-administrator handles verification, rejection, initial status 
changes, and assignments; and the Officer investigates assigned reports and records closure. Citizens use public 
functionality without an internal account. This design follows the role-to-permission mapping proposed in 
classical RBAC models [4], [5]. 

Assignment-based checking is enforced in controller/service logic. This is a material distinction: route-level 
RBAC can authorize an Officer to open a case-management endpoint, but case-level logic must still verify whether 
the requested complaint was assigned to that Officer. Likewise, the status transition rules in Table 2 prevent 
authorized users from skipping workflow steps. Contextual IP and operating-hour checks remain separate from 
these role and ownership decisions. 

 
Table 3. Implemented Access-Control Components 

Component Implementation 
User role Role attribute on User model (Administrator, Sub-administrator, Officer) 
Middleware CheckRole verifies authorization for requested routes 
Route permissions Account administration, verification, and Officer tasks restricted by role 
Complaint authorization Controller checks whether a complaint is assigned to the Officer 
Status transitions Controller rejects transitions that violate role or prior-state rules 
Network and time (outside RBAC) Approved-IP policy and operating-hour checks 

 
The resulting implementation expresses least privilege at multiple levels: role permissions limit feature access, 

assignment checks limit individual complaint records, and transition rules limit actions on records. These 
mechanisms were evaluated using fixed functional scenarios, rather than inferred from screen visibility alone. 

 
3.3 Functional and Access-Control Tests 

The test plan assessed public-facing forms, role restrictions, direct route access, network and time policies, 
and the monthly statistics feature. Test cases used fictitious complaint records, as stated in the thesis; therefore, the 
results describe functional and authorization behavior under the tested conditions, not live police operational 
performance. 

1. Black-box testing: Four login cases examined valid credentials, incorrect passwords, unregistered 
usernames, and blank fields. Five complaint-related cases covered data validation, evidence uploads, 
record storage, tracking-code generation, and status lookup. All nine tested cases produced their expected 
outcomes, as summarized in Table 4. 
 

Table 4. Black-Box Functional Testing Summary 
Feature Scenarios Passed 

Login 4 4 
Complaint submission and tracking 5 5 
Total 9 9 
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2. Role and middleware tests: All 12 prescribed access scenarios returned the expected outcomes, including 
permitted and cross-role requests, direct URL access, allowed and disallowed networks, operating-hour 
limits, and public access without sign-in. In a separate 13-feature comparison, all requests were permitted 
when RBAC was disabled. After RBAC was enabled, six requests were permitted and seven were denied 
in accordance with the assigned permissions. This feature-level comparison is distinct from the route-
level comparison described below. These results represent deterministic authorization tests rather than a 
security-attack detection benchmark. 
The controlled route-level comparison evaluated 14 internal GET routes across three internal roles, 
resulting in 42 theoretical role-route combinations. Five combinations were excluded because they had 
additional authorization checks at the controller level. These combinations were not included in the 
calculation because their access decisions were also affected by controller-level authorization and 
therefore could not be used to measure the direct effect of the RBAC middleware. After excluding these 
five combinations, 37 comparable role-route combinations remained for the controlled comparison of 
RBAC-disabled and RBAC-enabled conditions. Table 5 presents the results for each internal role. 
 

Table 5. Internal Route Access with RBAC Disabled and Enabled 
Role Compared RBAC off: allowed RBAC on: allowed RBAC on: denied 

Administrator 12 12 10 2 
Sub-administrator 12 12 5 7 
Officer 13 13 4 9 
Total 37 37 19 18 

 
With RBAC disabled, all 37 comparable role-route combinations were accessible. After RBAC was 
enabled, 19 combinations (51.35%) were permitted and 18 (48.65%) were denied according to the defined 
access policies. By role, the number of permitted routes was 10 out of 12 for Administrators, five out of 
12 for Sub-administrators, and four out of 13 for Officers. These results demonstrate that the middleware 
enforced different access decisions according to the configured roles. The 48.65% figure represents the 
proportion of combinations denied under the tested policy, not a percentage improvement in overall 
cybersecurity. The findings also indicate the importance of server-side route authorization, since hiding 
administrative menus alone would not prevent users from directly requesting restricted internal routes 
[14], [15]. 
 

3. IP, time, and VPN tests: Requests from approved IP addresses were allowed, while disallowed internal 
requests returned HTTP 403. Public pages remained accessible from other networks. Operating-hour 
restrictions were enforced for Administrators and Sub-administrators, with Officers exempted for 
assigned duties outside office hours. 
When the VPN connection used an approved exit IP, internal sign-in and dashboard access followed the 
configured access policy. Connections that did not use an approved IP were denied. All 14 contextual 
security test cases produced their expected outcomes: four IP restriction scenarios, five operating-hour 
scenarios, and five VPN access scenarios, as summarized in Table 6. Because these tests depend on the 
configured network and access conditions, their results should not be generalized as evidence of 
comprehensive network security or resistance to penetration attacks [8], [10]. 
 

Table 6. Additional network, time, and VPN test results 
Security control Scenarios Passed 

IP restriction 4 4 
Operating hours 5 5 
VPN access 5 5 
Total 14 14 

 
4. Monthly statistics tests: All four test cases passed. The chart was displayed, monthly counts matched the 

database, grouping used the correct month, and plotted outputs matched the aggregated values. These tests 
support correctness of the implemented monthly reporting function under the tested data. 
 

3.4 System Usability Scale Results 
The usability evaluation involved 50 personnel from Polrestabes Surabaya who had tried the website before 

completing the ten-item System Usability Scale (SUS) questionnaire. Each response to an odd-numbered item 
was adjusted by subtracting one, while each response to an even-numbered item was calculated by subtracting the 
response value from five. The adjusted scores were summed and multiplied by 2.5 to obtain the SUS score for 
each respondent [11]. The cumulative SUS score was 4,135, resulting in a mean score of 82.70 across the 50 
respondents. 
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Table 7. SUS evaluation results 

Measure Result 
Participants 50 
SUS questionnaire items 10 
Sum of participant scores 4,135 
Mean SUS score 82.70 
Comparative benchmark 68 (approx.) 
Interpretation Favorable perceived usability 

 
The mean score of 82.70 exceeds the commonly used comparative SUS benchmark of approximately 68 and 

indicates a favorable overall perception of the website's usability [12], [13]. The respondents were personnel from 
Polrestabes Surabaya. However, the available data do not specify the number of respondents in each internal user 
role, namely Administrator, Sub-administrator, and Officer. Therefore, the SUS result represents an overall 
usability assessment among Polrestabes Surabaya personnel and cannot be interpreted as a separate evaluation of 
each role-specific interface. Future evaluations should record respondent characteristics and role distributions so 
that the usability of each internal user interface can be assessed separately. 
 
4. CONCLUSION 

A web-based public information and complaint-management system for Polrestabes Surabaya was developed 
using the Rapid Application Development (RAD) method with Laravel and MySQL. The system integrates public 
information and complaint services with internal functions governed by role-based route permissions, complaint-
assignment authorization, workflow-status restrictions, and additional IP and operating-hour controls. Public users 
can submit and track complaints without an internal account, while internal responsibilities are separated among 
Administrators, Sub-administrators, and Officers. 

The evaluation results show that all nine black-box functional tests, 12 access-control scenarios, and 14 
network, time, and VPN scenarios produced their expected outcomes. In the controlled comparison of 37 
comparable internal role-route combinations, all combinations were accessible when RBAC was disabled, 
whereas 19 were permitted and 18 were denied when RBAC was enabled. Five combinations from the initial 42 
were excluded because they had additional controller-level authorization checks and were therefore not suitable 
for measuring the direct effect of the RBAC middleware. The usability evaluation involving 50 personnel from 
Polrestabes Surabaya yielded a mean SUS score of 82.70, indicating favorable overall perceived usability. These 
findings demonstrate the implementation and scenario-level evaluation of role-based and contextual access 
restrictions under the tested conditions. However, they do not establish comprehensive resistance to cyberattacks 
or operational effectiveness in a production deployment. 

Further evaluation should include independent penetration testing, secure reverse-proxy and client-IP 
handling, login rate limiting, comprehensive authorization and audit logging, and testing with operational 
stakeholders under an approved data-governance procedure. Role-specific usability studies and security 
assessments across different deployment environments would also strengthen the generalizability of the findings. 
The results should therefore be interpreted within the scope of the prototype, fictitious test data, and tested 
configuration. 
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