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ABSTRACT	

The	 rapid	 growth	 of	 e-commerce	 has	 increased	 transaction	 convenience	 but	 has	 also	
intensified	the	risk	of	fraudulent	activities,	particularly	in	highly	imbalanced	transaction	
datasets.	Effective	fraud	detection	systems	are	therefore	essential	to	minimize	financial	
losses	and	maintain	consumer	trust.	This	study	aims	to	compare	the	performance	of	an	
ensemble	 learning	approach,	Extreme	Gradient	Boosting	 (XGBoost),	 and	a	deep	neural	
network	 model	 designed	 for	 tabular	 data,	 TabNet,	 in	 detecting	 fraud	 in	 e-commerce	
transactions.	The	research	employs	a	quantitative	comparative	method	using	a	publicly	
available	e-commerce	fraud	detection	dataset	consisting	of	299,695	transaction	records,	
with	only	2.21%	fraudulent	transactions	and	97.79%	non-fraudulent	transactions.	Model	
performance	 is	 evaluated	using	accuracy,	precision,	 recall,	 and	F1-score,	 supported	by	
confusion	matrix	and	precision-recall	curve	analysis.	The	results	show	that	both	models	
achieve	high	accuracy	of	approximately	99%;	however,	accuracy	alone	is	insufficient	due	
to	 the	highly	 imbalanced	nature	 of	 the	dataset.	 TabNet	 demonstrates	 higher	precision	
(92%),	indicating	fewer	false	positives,	while	XGBoost	achieves	higher	recall	(72%)	and	
F1-score	(80%),	reflecting	a	better	balance	between	detecting	fraudulent	transactions	and	
minimizing	misclassification.	These	findings	indicate	that	XGBoost	provides	more	reliable	
overall	performance	for	e-commerce	fraud	detection	under	imbalanced	data	conditions.	
This	study	provides	empirical	insights	into	the	comparison	of	ensemble	learning	and	deep	
learning	approaches	for	fraud	detection	applications	in	e-commerce	environments..	

Keywords:	Machine	learning,	Fraud,	E-commerce	
	
I.	INTRODUCTION		

In	 recent	 years,	 the	 development	 of	 e-commerce	 has	 grown	 rapidly.	 This	
growth	 has	 been	 influenced	 by	 various	 factors,	 one	 of	 which	 is	 the	 convenience	
offered	 to	 consumers	 in	 conducting	 online	 transactions.	 Furthermore,	 the	
advancement	of	internet	technologies	has	stimulated	the	expansion	of	e-commerce	
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into	mobile	commerce	(m-commerce),	enabling	users	to	shop	directly	through	their	
mobile	devices	(Roxana	Badircea,	Nicoleta	Mihaela	Doran,	Alina	Georgiana	Manta,	&	
Jenica	Popescu,	2021).	Global	e	 commerce	sales	have	shown	consistent	year-over-
year	growth.	In	2024,	e-commerce	sales	reached	USD	6.634	trillion,	and	projections	
indicate	a	further	increase	to	approximately	USD	7.956	trillion	by	2026–2027	(Ethan	
Cramer-Flood,	2025).	

Despite	its	economic	benefits,	e-commerce	is	highly	vulnerable	to	fraudulent	
activities.	Common	forms	of	e-commerce	fraud	include	credit	card	fraud,	chargeback	
fraud,	 and	 triangulation	 fraud,	 all	of	which	 result	 in	 significant	 financial	 losses	 for	
both	consumers	and	businesses	(Haq,	2022;	Paige	Tester,	2022)	Global	online	fraud	
is	projected	to	grow	at	a	compound	annual	growth	rate	(CAGR)	of	18.5%,	reaching	
USD	 5.7	 trillion	 by	 2025,	 with	 phishing	 and	 fraudulent	 platforms	 accounting	 for	
nearly	half	of	all	incidents	(Dodiya,	Dudhat,	&	Vidani,	2024). From	a	product	category	
perspective,	 fraudsters	 tend	 to	 focus	 on	 items	 with	 high	 value	 and	 strong	 resale	
potential.	This	includes	collectible	goods,	which	account	for	up	to	106%,	as	well	as	
luxury	products,	reaching	approximately	104%	(Opena,	2025)	

Previously,	 fraud	 detection	 systems	 were	 conducted	 manually	 using	
traditional	rule-based	approaches.	However,	rule-based	models	have	limitation	rule-
based	 systems	 rely	 on	 predefined	 “if–then”	 rules	 derived	 from	 expert	 knowledge.	
While	they	are	transparent	and	interpretable,	they	face	major	limitations,	including	
poor	adaptability	to	new	fraud	patterns,	rule	complexity,	and	difficulty	in	scaling	as	
the	number	of	rules	 increases	(Faisal,	1990)	As	 fraud	methods	continue	to	evolve,	
traditional	models	struggle	to	adapt	to	the	available	transaction	data.	Moreover,	when	
it	 comes	 to	 fraud,	 there	 is	usually	a	 significant	 imbalance	between	 fraudulent	and	
non-fraudulent	transactions	(Hassan	&	Kareem,	2025)	

Machine	learning	has	become	a	widely	adopted	approach	for	fraud	detection	
due	 to	 its	 ability	 to	 learn	 patterns	 from	 large-scale	 transaction	 data.	 However,	
conventional	 machine	 learning	 models	 often	 struggle	 with	 issues	 such	 as	 class	
imbalance	 and	 overfitting,	 which	 can	 negatively	 impact	 detection	 performance	
(Islam,	Haque,	&	Rezaul	Karim,	2024)	To	address	these	limitations,	ensemble	learning	
techniques	have	been	introduced	to	reduce	bias	and	variance	by	combining	multiple	
base	 learners,	 resulting	 in	 improved	 robustness	 and	 accuracy	 (Mishra,	 Tripathi,	
Chaurasia,	&	Chaurasia,	2025)	Among	ensemble	methods,	XGBoost	has	demonstrated	
strong	performance	in	fraud	detection	tasks	due	to	its	scalability,	efficient	handling	
of	sparse	data,	and	robustness	to	class	imbalance	(Chen	&	Carlos,	2016)	

Previous	research	has	shown	that	XGBoost	outperforms	Logistic	Regression	
and	 LightGBM	 in	 distinguishing	 between	 legitimate	 and	 fraudulent	 transactions	
(Wibowo,	Hartono,	&	Lusiana,	2024)	Given	the	challenge	of	highly	imbalanced	fraud	
datasets,	 where	 fraudulent	 instances	 are	 significantly	 outnumbered	 by	 legitimate	
ones	 (Syahbani,	 Firdaus,	 &	 Musodo,	 2025),	 XGBoost	 represents	 an	 appropriate	
choice.	 As	 an	 ensemble	 learning	method,	 it	 is	well	 recognized	 for	 its	 capability	 to	
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model	 complex	 patterns	 and	 effectively	 handle	 class	 imbalance	 (Tayebi	&	Kafhali,	
2025)		

This	research	uses	deep	neural	network	model,	TabNet	for	fraud	detection.	
TabNet	 is	 a	 novel	 deep	 neural	 network	 architecture	 for	 tabular	 data	 that	 directly	
processes	 raw	 inputs	using	gradient	descent	optimization	and	employs	 sequential	
attention	to	select	salient	 features	at	each	decision	step,	 thereby	enabling	efficient	
end-to-end	 learning	and	 improved	 interpretability	(Pfister	&	Arik,	2020).	Previous	
research	 indicates	 that	 TabNet	 effectively	 handles	 imbalanced	 fraud	 datasets	 and	
achieves	 high	 classification	 accuracy.	 (Pfister	 &	 Arik,	 2020)	 Previous	 research	
indicates	 that	 TabNet	 effectively	 handles	 imbalanced	 fraud	 datasets	 and	 achieves	
high	 classification	 accuracy	 (Meng,	 Lim,	 Lee,	&	 Lim,	 2023)	 Although	 XGBoost	 and	
TabNet	 have	 individually	 demonstrated	 strong	 performance	 in	 fraud	 detection,	
comparative	 studies	 evaluating	 ensemble-based	 and	 deep	 neural	 network-based	
approaches	 in	 e-commerce	 fraud	detection	 remain	 limited.	Most	 existing	 research	
focuses	 on	 single-model	 evaluations	 rather	 than	 direct	 performance	 comparisons	
(Duwadi	&	Sharma,	2024)		

Therefore,	this	study	aims	to	conduct	a	comparative	analysis	of	XGBoost	and	
TabNet	 for	 detecting	 fraud	 in	 imbalanced	 e-commerce	 transaction	 data,	 using	
evaluation	 metrics	 such	 as	 precision,	 recall,	 and	 F1-score	 These	 results	 will	 be	
visualized	 with	 confusion	 matrix,	 and	 precision-recall	 curve.	 The	 findings	 are	
expected	 to	 provide	 insights	 into	 the	 suitability	 of	 ensemble	 learning	 and	 deep	
learning	models	for	real-world	e-commerce	fraud	detection.	
	
	
II.	LITERATURE	REVIEW	

Fraud	Detection	in	E-Commerce	

The	 rapid	 growth	 of	 digital	 transactions	 has	 increased	 the	 importance	 of	
fraud	detection	systems,	as	companies	are	estimated	to	lose	up	to	5%	of	their	annual	
revenue	due	to	fraudulent.	activities	(Nathaniel	Andrew	Davis	&	Sophia	Anne	Harris,	
2024).	Digital	 fraud	has	 evolved	 into	 various	 forms,	 including	 identity	 theft,	 clean	
fraud,	affiliate	fraud,	triangulation	fraud,	and	merchant	fraud,	each	involving	different	
mechanisms	to	exploit	transaction	systems	and	user	information	(Dr	Padmalatha	N	
a,	2020)		

Traditional	 fraud	 detection	 methods	 were	 predominantly	 based	 on	 rule-
based	 systems	 utilizing	 predefined	 “if–then”	 rules.	 While	 these	 approaches	 offer	
transparency	and	 interpretability,	 they	suffer	 from	 limited	adaptability,	 increasing	
complexity,	 and	 scalability	 challenges	 as	 fraud	 patterns	 evolve	 (Faisal,	 1990).	 To	
overcome	 these	 limitations,	 recent	 studies	 have	 increasingly	 applied	 machine	
learning	techniques	to	improve	fraud	detection	performance.		

Machine	 learning	 models	 are	 capable	 of	 automatically	 learning	 complex	
patterns	 from	 transaction	 data	 and	 have	 demonstrated	 strong	 effectiveness	 in	
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identifying	fraudulent	behavior	(Jin	&	Zhang,	2025).	Among	these	models,	XGBoost	
and	TabNet	have	shown	promising	results.	Previous	research	reported	that	XGBoost	
achieved	 high	 classification	 accuracy	 in	 fraud	 detection	 tasks	 (Tayebi	 &	 Kafhali,	
2025),	while	TabNet	also	demonstrated	strong	performance	in	detecting	fraudulent	
activities	due	to	its	capability	in	handling	tabular	data	(Meng	et	al.,	2023).	Overall,	the	
application	of	machine	 learning	approaches	such	as	XGBoost	and	TabNet	provides	
improved	 accuracy	 and	 robustness	 in	 fraud	 detection,	 contributing	 to	 the	
development	 of	more	 intelligent	 and	 data-driven	 fraud	 prevention	 systems	 in	 the	
digital	commerce	environment.	

	
Ensemble	Learning	

	 Ensemble	 learning	 is	 a	machine	 learning	 technique	 that	 combines	 two	 or	
more	models	to	achieve	higher	predictive	performance	than	a	single	algorithm.	The	
effectiveness	of	ensemble	learning	is	influenced	by	two	main	factors:	the	accuracy	of	
the	 base	 learners	 and	 the	 diversity	 among	 them.	 Model	 diversity	 refers	 to	 the	
variation	in	predictions	produced	by	individual	learners,	which	enables	the	ensemble	
to	 capture	 different	 patterns	 within	 the	 data	 (Bian,	Wang,	 Yao,	 Chen,	 &	Member,	
2019).	 Ensemble	 learning	methods	 can	 generally	 be	 categorized	 into	 parallel	 and	
sequential	approaches.	In	parallel	ensembles,	base	models	are	trained	independently,	
and	 their	 predictions	 are	 aggregated	 to	 generate	 the	 final	 output	 (Mienye	 &	 Sun,	
2022).	 Parallel	 ensembles	 are	 further	 classified	 into	 homogeneous	 and	
heterogeneous	types.	Homogeneous	ensembles	employ	the	same	algorithm	across	all	
base	 learners,	such	as	decision	tree–based	methods	used	in	XGBoost	and	CatBoost	
(Bian	et	al.,	2019)).	While	this	approach	simplifies	model	construction,	it	may	limit	
diversity	due	to	the	use	of	a	single	algorithm	(Alshdaifat,	Al-hassan,	&	Aloqaily,	2021)	
In	 contrast,	 heterogeneous	 ensembles	 integrate	 multiple	 algorithms	 to	 increase	
model	diversity	(Ravichandran,	Gavahi,	Ponnambalam,	Burtea,	&	Mousavi,	2021)	

XGBoost	

XGBoost	algorithm	is	a	decision	tree-based	ensemble	that	use	the	gradient	
boosting	 framework.	 XGBoost	 has	 an	 improvement	 of	 gradient	 boosting	 with	 it’s	
ability	 to	 to	 achieve	 scalable	 and	 highly	 accurate	 algorithms	 for	 classification	 and	
regression	(Mienye	&	Sun,	2022)	Compared	with	gradient	boosting	that	focusing	on	
reducing	 bias	 but	 still	 having	 a	 high	 chance	 of	 overfitting,	 the	 XGBoost	 algorithm	
contains	a	regularization	that	prevent	overfitting	(Li	&	Chen,	2020).	This	is	possible	
because	 XGBoost	 employs	 techniques	 such	 as	 limiting	 tree	 depth,	 adjusting	 the	
learning	rate,	and	applying	subsampling	to	reduce	the	risk	of	overfitting	(Mienye	&	
Sun,	2022).	One	of	 the	key	advantages	of	 the	XGBoost	algorithm	is	 that	 it	requires	
minimal	feature	engineering,	such	as	data	normalization	or	feature	scaling,	as	it	can	
inherently	handle	such	cases.	Additionally,	it	is	capable	of	managing	missing	values	
effectively.	 XGBoost	 can	 also	 generate	 feature	 importance	 scores,	 which	 help	 in	
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understanding	 input	 variables	 and	 performing	 feature	 selection.	 Moreover,	 it	
operates	 faster	 than	most	machine	 learning	algorithms,	can	process	 large	datasets	
efficiently,	and	is	less	prone	to	overfitting	(Nobre	&	Neves,	2019)	

TabNet	

	 Deep	 neural	 networks	 have	 demonstrated	 remarkable	 capabilities	 in	
handling	image,	text,	and	audio	data	(Sun,	Chen,	Wang,	Liu,	&	Liu,	2016)	However,	
they	 exhibit	 certain	 limitations	 when	 dealing	 with	 tabular	 data	 (Shwartz-Ziv	 &	
Armon,	 2022)	To	 address	 this	 issue,	 Pfister	&	Arik	 (2020)	 developed	 a	 new	deep	
neural	network	architecture	called	TabNet.		

TabNet	was	specifically	designed	for	tabular	data	and	can	handle	raw	inputs	
without	requiring	heavy	preprocessing	or	feature	normalization.	It	is	trained	using	
gradient	descent	optimization,	allowing	it	to	be	easily	integrated	into	an	end-to-end	
learning	 process.	 Unlike	 traditional	 models,	 TabNet	 uses	 a	 sequential	 attention	
mechanism	to	focus	on	the	most	important	features	at	each	decision	step.	This	feature	
selection	 happens	 for	 each	 individual	 input,	 so	 the	 model	 can	 pay	 attention	 to	
different	features	depending	on	the	data	(Pfister	&	Arik,	2020)		

TabNet	 performs	 better	 or	 at	 least	 as	well	 as	 traditional	 tabular	 learning	
models	 in	 both	 classification	 and	 regression	 tasks.	 It	 also	 provides	 two	 types	 of	
interpretability:	local	interpretability,	which	explains	the	importance	of	features	for	
individual	 predictions,	 and	 global	 interpretability,	 which	 shows	 how	 much	 each	
feature	 contributes	 to	 the	 overall	 model.	 In	 addition,	 TabNet	 enhances	 model	
performance	 and	 generalization	 across	 various	 datasets	 through	 an	 unsupervised	
pre-training	technique	that	predicts	missing	features.	(Pfister	&	Arik,	2020)	

Analysis	Variable	and	Visualization	

In	fraud	detection	research,	model	performance	evaluation	commonly	relies	
on	multiple	classification	metrics	to	provide	a	comprehensive	assessment.	Tayebi	&	
Kafhali	(2025)	emphasize	the	use	of	four	primary	metrics	accuracy,	precision,	recall,	
and	F1-score	 to	evaluate	machine	 learning	models	 in	 fraud	detection	 tasks.	These	
metrics	 are	 also	 adopted	 in	 this	 study	 to	 assess	 the	 performance	 of	 XGBoost	 and	
TabNet.		

Accuracy	measures	the	proportion	of	correctly	classified	transactions	among	
all	observations	(Zheng,	2015)	However,	in	highly	imbalanced	datasets	such	as	fraud	
detection,	accuracy	alone	may	not	sufficiently	reflect	model	performance.	Precision	
evaluates	 the	 proportion	 of	 correctly	 identified	 fraudulent	 transactions	 among	 all	
transactions	predicted	as fraud,	while	recall	measures	the	model’s	ability	to	correctly	
identify	actual	fraudulent	transactions	(Martin	Ward	Powers,	2011).	The	F1-score,	as	
the	 harmonic	 mean	 of	 precision	 and	 recall,	 provides	 a	 balanced	 evaluation	 by	
accounting	for	both	false	positives	and	false	negatives,	making	it	particularly	suitable	
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for	fraud	detection	scenarios	where	misclassification	costs	are	significant	(Sharma,	
2023).	

	

III.	METHOD	

In	 conducting	 this	 research,	 this	 study	 uses	 quantitative	 research	 with	 a	
comparative	 approach.	 The	 main	 objective	 of	 this	 study	 is	 to	 compare	 the	
performance	of	the	XGBoost	and	TabNet	algorithms	in	ecommerce	fraud	detection.		A	
comparative	 approach	 is	 used	 to	 examine	 the	 differences	 between	 two	 or	 more	
treatments	of	a	variable,	or	even	multiple	variables	at	once.	The	purpose	of	this	type	
of	quantitative	research	method	is	to	identify	and	analyze	distinctions	between	two	
or	more	situations,	events,	activities,	or	programs	(Fadilla,	Ketut	Ngurah	Ardiawan,	
Eka	 Sari	 Karimuddin	 Abdullah,	 Jannah	 Ummul	 Aiman,	 &	 Hasda,	 2021)	 In	 this	
comparative	analysis,	two	models	will	be	evaluated	based	on	their	performance	using	
metrics	such	as,	precision,	recall,	F1-score,	PR-AUC,	and	the	confusion	matrix.		

The	data	used	in	this	research	is	secondary	data	introduced	by	Uygur	(2024)	
named	“E-commerce	Transactions	Fraud	Detection”	dataset.	This	dataset	consists	of	
299,695	 records	 of	 information	 related	 to	 fraud	 detection	 in	 e-commerce	
transactions,	with	 each	 record	 containing	 features	 such	 as	 transaction_id,	 user_id,	
account_age_days,	 total_transaction_user,	 avg_amount_user,	 amount,	 country,	
bin_country,	 channel,	 merchant_category,	 promo_used,	 avs_match,	 cvv_result,	
three_ds_flag,	transaction_time,	shipping_distance_km,	and	is_fraud.	This	dataset	was	
selected	 because	 it	 is	 an	 imbalanced	 dataset,	 making	 it	 suitable	 for	 evaluating	
machine	learning	models	in	real-world	fraud	detection	scenarios.	Based	on	previous	
studies	by	Meng	et	al.	(2023)	and	Tayebi	&	Kafhali	(2025)	both	XGBoost	and	TabNet	
demonstrate	 strong	 performance	 in	 handling	 imbalanced	 data.	 Therefore,	 this	
dataset	is	appropriate	for	comparing	the	capabilities	of	the	two	models	in	managing	
imbalance	 and	 predicting	 fraudulent	 transactions.	 This	 study	 begins	 with	 the	
importation	of	the	e-commerce	fraud	dataset	as	the	primary	data	source.	After	the	
dataset	is	successfully	loaded,	the	data	undergoes	a	pre-processing	stage	to	ensure	
that	 it	 is	 suitable	 for	 model	 development	 and	 evaluation.	 Following	 the	 pre-
processing	 phase,	 the	 dataset	 is	 divided	 into	 training	 and	 testing	 sets	 through	 a	
dataset	splitting	process.		

This	 step	 is	 conducted	 to	 enable	 an	 objective	 evaluation	 of	 the	 models’	
performance	 on	 unseen	 data.	 The	 training	 process	 is	 then	 performed	 using	 two	
different	approaches.	The	first	approach	applies	the	XGBoost	algorithm,	representing	
an	 ensemble	 learning	method,	while	 the	 second	 approach	 utilizes	 TabNet,	 a	 deep	
neural	 network	 architecture	 designed	 for	 tabular	 data.	 Both	 models	 are	 trained	
independently	using	the	same	dataset	split	to	ensure	a	fair	comparison.	After	training,	
both	models	are	subjected	to	a	model	evaluation	stage	using	predefined	performance	
metrics.	The	evaluation	results	are	subsequently	analyzed	in	the	model	performance	
comparison	phase	to	assess	the	effectiveness	of	each	model	in	detecting	fraudulent	
transactions.	Finally,	the	outcomes	of	the	model	comparison	are	presented	through	
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data	visualization,	which	facilitates	clearer	interpretation	of	the	results	and	supports	
conclusions	 regarding	 the	 comparative	 performance	 of	 XGBoost	 and	 TabNet	 in	 e	
commerce	fraud	detection.	
	
IV.	RESULTS	AND	DISCUSSION	

Table	1	Class	Distribution	Table	

Id	 Transaction	Type	 Total	Transaction	 Percentage	

0	 Non-Fraud	 293.083	 97.79%	

1	 Fraud	 6.612	 2.21%	

Based	 on	 the	 class	 distribution	 analysis	 presented	 in	 Table	 1,	 the	 dataset	
consists	 of	 293,083	 non-fraudulent	 transactions	 (97.79%)	 and	 6,612	 fraudulent	
transactions	 (2.21%).	 This	 indicates	 that	 the	 dataset	 is	 highly	 imbalanced,	 with	
fraudulent	transactions	representing	only	a	small	portion	of	the	total	data. The	class	
imbalance	 was	 intentionally	 preserved	 in	 this	 study	 to	 simulate	 real-world	 e-
commerce	fraud	detection	conditions,	where	fraudulent	transactions	usually	occur	
much	less	frequently	than	legitimate	transactions.	This	approach	allows	the	models	
to	be	evaluated	based	on	their	ability	to	detect	fraud	under	challenging	and	realistic	
data	distributions.		

Table	2.	Comparative	Table	

Model	 Accuracy	 Precision	 Recall	 F1-score	

XGBoost	 99%	 90%	 72%	 80%	

TabNet	 99%	 92%	 64%	 75%	

Based	 on	 the	 evaluation	 results	 presented	 in	 Table	 2,	 both	 XGBoost	 and	
TabNet	were	assessed	using	four	primary	performance	metrics:	accuracy,	precision,	
recall,	 and	 F1-score.	 In	 the	 context	 of	 e-commerce	 fraud	 detection,	 both	 models	
achieved	very	high	accuracy,	reaching	approximately	99%.	However,	as	highlighted	
in	 previous	 studies,	 accuracy	 is	 not	 a	 sufficiently	 informative	 metric	 for	 highly	
imbalanced	datasets,	as	 it	 is	strongly	 influenced	by	the	majority	class,	 in	 this	case,	
non-fraudulent	 transactions,	 rather	 than	 the	 model’s	 effectiveness	 in	 identifying	
fraudulent	 activities	 (Ghanem	 et	 al.,	 2023).	 Therefore,	 further	 analysis	 focuses	 on	
precision,	recall,	F1-score,	confusion	matrix,	and	PR-AUC	based	on	the	testing	results.	
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Figure	1	Confusion	Matrix	
In	terms	of	precision,	TabNet	outperformed	XGBoost	by	approximately	2%.	

TabNet	correctly	classified	92%	of	transactions	predicted	as	fraudulent,	compared	to	
90%	 for	 XGBoost.	 This	 indicates	 that	 TabNet	 produces	 fewer	 false	 positives	 and	
adopts	 a	 more	 conservative	 approach	 when	 identifying	 fraud.	 This	 result	 is	 also	
reflected	in	the	confusion	matrix,	where	TabNet	generated	fewer	false	positives,	with	
only	67	non-fraudulent	transactions	incorrectly	classified	as	fraudulent.	Meanwhile,	
XGBoost	produced	107	false	positives.	This	indicates	that	TabNet	is	less	likely	to	raise	
false	alarms	and	is	more	cautious	when	classifying	transactions	as	fraud.	

However,	 this	 higher	 precision	 comes	 at	 the	 expense	 of	 recall.	 TabNet	
achieved	a	recall	of	only	64%,	meaning	that	36%	of	actual	 fraudulent	transactions	
were	 not	 detected.	 Based	 on	 the	 confusion	 matrix	 analysis,	 TabNet	 correctly	
identified	825	fraudulent	transactions	as	fraud	(True	Positive)	but	failed	to	detect	470	
actual	fraudulent	transactions	(False	Negative).	In	contrast,	XGBoost	demonstrated	
stronger	recall	performance	at	72%,	correctly	identifying	930	fraudulent	transactions	
while	producing	369	false	negatives.	This	indicates	that	XGBoost	has	a	greater	ability	
to	 capture	 the	 minority	 class	 and	 detect	 a	 higher	 proportion	 of	 fraudulent	
transactions.	

The	F1-score,	which	represents	the	harmonic	mean	of	precision	and	recall,	
provides	a	balanced	measure	of	model	performance	in	imbalanced	classification	tasks	
(Ghanem	et	al.,	2023).	While	optimizing	precision	or	recall	individually	often	leads	to	
trade-offs,	 the	F1-score	 reflects	 the	overall	 effectiveness	of	 a	model	 in	minimizing	
both	false	positives	and	false	negatives.	Based	on	the	results,	XGBoost	achieved	an	F1-
score	 of	 80%,	 outperforming	 TabNet,	 which	 obtained	 an	 F1-score	 of	 75%.	 This	
indicates	 that	 XGBoost	 maintains	 a	 better	 balance	 between	 detecting	 fraudulent	
transactions	and	minimizing	incorrect	classifications.	
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Figure	2	PR-AUC	Curve	

 

 

 

	

	

	

	

	

The	PR-AUC	evaluation	further	supports	these	findings.	XGBoost	achieved	a	
PR-AUC	 score	 of	 0.84,	 while	 TabNet	 obtained	 0.82.	 In	 highly	 imbalanced	 fraud	
detection	 datasets,	 PR-AUC	 provides	 a	 more	 representative	 evaluation	 because	 it	
focuses	on	 the	model’s	ability	 to	 identify	 the	minority	class	 through	precision	and	
recall	rather	than	being	influenced	by	the	majority	class.	The	higher	PR-AUC	score	
indicates	that	XGBoost	demonstrates	stronger	capability	in	distinguishing	fraudulent	
transactions	while	maintaining	fewer	classification	errors.	

Overall,	 the	 comparison	 highlights	 a	 trade-off	 between	 the	 two	 models.	
TabNet	demonstrates	advantages	in	precision	by	reducing	false	positives,	making	it	
more	conservative	in	fraud	classification.	However,	its	lower	recall	 indicates	that	a	
considerable	 number	 of	 fraudulent	 transactions	 remain	 undetected.	 In	 fraud	
detection	systems,	missed	fraud	cases	can	lead	to	significant	financial	losses,	making	
recall	a	critical	performance	indicator.	XGBoost,	on	the	other	hand,	provides	a	more	
balanced	performance	by	capturing	more	fraudulent	transactions	while	maintaining	
an	acceptable	level	of	false	positives.	

From	 an	 e-commerce	 perspective,	 effective	 fraud	 detection	 is	 essential	 to	
minimize	financial	losses,	reduce	chargebacks,	protect	customer	data,	and	maintain	
user	trust.	Undetected	fraudulent	transactions	can	result	in	revenue	loss,	reputational	
damage,	and	decreased	customer	confidence	(Lindemulder	&	Kosinski,	n.d.).	Based	
on	 the	 combined	evaluation	of	precision,	 recall,	 F1-score,	 and	PR-AUC,	XGBoost	 is	
identified	as	the	more	suitable	model	for	e-commerce	fraud	detection	in	this	study.	
While	TabNet	demonstrates	strength	in	precision,	XGBoost	provides	more	consistent	
and	 reliable	 performance	 in	 capturing	 fraudulent	 transactions,	 making	 it	 more	
appropriate	 for	 real-world	 e-commerce	 applications	 operating	 under	 highly	
imbalanced	data	conditions.	

V.	CONCLUSION	AND	RECOMMENDATION	

Based	 on	 the	 evaluation	 results,	 both	 XGBoost	 and	 TabNet	 achieved	 high	
accuracy	of	approximately	99%.	However,	due	to	the	highly	imbalanced	nature	of	the	
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dataset,	accuracy	alone	is	not	sufficient	to	represent	model	performance.	Therefore,	
this	 study	 focused	on	precision,	 recall,	 F1-score,	 confusion	matrix,	 and	PR-AUC	 to	
evaluate	fraud	detection	capability.	

The	 results	 show	 that	 TabNet	 achieved	 slightly	 higher	 precision	 (92%)	
compared	to	XGBoost	(90%),	indicating	that	TabNet	produced	fewer	false	positives.	
However,	 XGBoost	 demonstrated	 better	 recall	 (72%)	 and	 F1-score	 (80%)	 than	
TabNet	(64%	recall	and	75%	F1-score),	allowing	it	to	detect	a	higher	proportion	of	
fraudulent	transactions.	Based	on	these	results,	XGBoost	provides	a	more	balanced	
performance	between	detecting	fraud	cases	and	minimizing	incorrect	classifications.	

From	 an	 e-commerce	 perspective,	 XGBoost	 shows	 greater	 potential	 for	
implementation	 in	 fraud	 detection	 systems	 by	 improving	 the	 identification	 of	
suspicious	 transactions,	 reducing	 potential	 financial	 losses,	 and	 enhancing	
transaction	 security.	 Future	 studies	 may	 further	 explore	 real-world	 transaction	
datasets,	 advanced	 model	 optimization,	 and	 the	 development	 of	 real-time	 fraud	
detection	systems	to	improve	practical	applicability.	
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